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I'ocynapctsennoe 610mKkeTHoe 06pasoBaTebHOE YIPEKIECHHE BRICIIETO NPO(EcCHOHATEHOTO
obpasosanus « CuOMpPCKKI rocyJapCTBEHHBIN MEANIUMHCKHN YHHBEPCHTET»
MuHHCTEpCTBA 3APaBOOXPaHEHHUS Poccnﬁcmn Denepanun

HOJIOKEHUE Re W

r.Tomck

O 3AIIUTE ITEPCOHAJIbHBIX JAHHBIX

1. OBLIME ITOJIOKEHM A

1.1. Bezeno Buepsrle.

1.2 Hacrosmee Ilonoxenume paspaboTaHo B LENAX 3alIMThI NEPCOHANBHBIX IaHHBIX,
oOpabaTbiBacMbIX B HHQOPMAIHOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX [ OCYJApCTBEHHOTO
OIO/DKETHOrO 00PA30BATENLHOIO YUPEXKIEHHS BEHICIIEr0 Npo(ecCHOHAIBEHOr0 00pa3oBaHus
«Cubupckuil rocy1apCcTBeHHBIH MEAHIIMHCKUAH yHUBEpCHTeT» MHUHHCTEpCTBA 3ApaBOOXpaHEH U
Poccuiickoit  ®epepaunn  (mamee - Cubl'MY), 0T HecaHKIHOHMPOBAHHOTO OCTYIIA,
HENPaBOMEPHOI'0 MX MCIOJIb30BAHUS WIIH YTPATHL.

1.3 TlomoxeHue omnpejnenser oOecmeYeHUe B COOTBETCTBUH C 3aKOHOJATENLECTBOM
Poccuiickoli @enepauun 00paboTKH, XpaHEHHs M 3ALIHTHI [EPCOHAILHBIX JAHHBIX, @ TaKiKe
MEPCOHAIBHEIX JIAHHBIX, COJAEPKAIUXCs B JIOKYMEHTAX, MOYYEHHBIX U3 IPYTHX OpraHu3anuii, B
oOpallleHusIX IPaXk1aH U HHBIX CYOBEKTOB MMEPCOHATBHBIX TaHHbIX.

1.4. Tlonoxkenue paspaborano B coorserctBun ¢ Konctutynneii Poccmiickoid
@epepanun, I'paxpanckaM komekcom Poccumiickoit Pemepannu, TpymoBeiM — KoZeKCOM
Poccuiickolt denepauun, @Pemeparsupiv 3akoHoM PO «O mepcoHaNbHBIX JAHHBIX» OT
27.07.2006 Ne 152-®3, 3akoHom «O6 uHbOpManuu, WHGOPMAIUOHHBIX TEXHONOTHIX U O
zamuTe uHGopManum» oT 27.07.2006 Ne 149-@3, Ilocranosnennem [lpaBurensctea PD ot 1
Hos0pst 2012 1. N 1119 r. "O6 yTrBepikaennu TpeGoBaHKMH K 3alUTe NEPCOHATBHBIX JAHHBIX ITPU
ux oOpadoTke B MHGOPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAaHHBIX'", HOPMATHBHO-MPABOBBIX
akToB Poccuiickoil @ejepaiu B 00J1aCTH TPYIOBEIX OTHOIIEHHIA.

1.5 B nactoamem [Tonoxenuu HCIOIB3YIOTCS CIIEAYIONINE OCHOBHBIC TOHATHSL:

1.5.1. IlepconanpHble AaHHBIE — JI00as HHGOPMALIHS, OTHOCSIIASACH K ONPEHACTCHHOMY
HITH  OTIpe/IeIIeEMOMY Ha OCHOBaHHM TakoH wuHopMalMu ¢usnueckoMy auny (cyObexTy
NEPCOHA/ILHBIX JaHHBIX) — PAOOTHUKY, aOUTYPUEHTY, 00YYaIOIIEMYCsl, BBITYCKHAKY;

1.5.2 Oneparop — rocy1apcTBeHHEBII Oprai, MyHHIIHNAIBHBINA OpraH, FOPHANYecKoe HITH
¢dusmyeckoe IMIO, OPraHH3yIOIHe H (HJIHM) OCYMICCTBISIONHME 00paboTKy NepcoHalbHBIX
JIAHHEBIX, a TAKXKe OTIPECAIONNe e’ | cojlepxkanie 00paboTKu nepcoHaNbHBIX JIAHHBIX

1.5.3. OGpaborka nepcoHalbHBIX JAHHBIX - JEHCTBHA (Oll€palliu) ¢ MEepPCOHAIbHbIMH
JAHHEBEIMH, BKIIIOYas cBop, cHCcTeMaTH3alHI0, HAKOIUIeHHe, XpaHeHue, yTouHeHne (00HOBIeH e,
A3MEHEHHE), MCIIOJIB30BaHHE, paclpocTpaHenue (B TOM 4HCIe Hepejiavy), odeznuuuBanue,
OGroKkMpoBanHe, YHHUTOXKCHHE IePCOHATBHBIX JaHHBIX;

1.5.4. PacnpoctpaneHHe IEPCOHAJIbHLIX MJAHHBIX - ACHCTBMs, HANpaBICHHbIC HA
nepenayy MepcoHanbHBIX JIaHHBIX OMpefeieHHOMY Kpyry Juil (mepejaya MEepPCOHAIBHBIX
JAHHBIX) WA HA 03HAKOMIIEHHE € MEePCOHANLHBIMHM JaHHLIMH HEOTPAHHYEHHOI'0 Kpyra JIUll, B



2
TOM uHciTe OOHAPOJ0OBAaHME IEPCOHANILHBIX JaHHBIX B CPEJACTBAX MACCOBOH HH(pOpMAIHH,
pasmMeinieHue B HHGOPMAMOHHO-TEIEKOMMYHHKALHOHHBIX CETAX HIIH NPEAOCTABIEHHE JOCTYIA
K IIEPCOHANIbHBIM JaHHBIM KaKHM-JIHOO HHBIM CIIOCOOOM:

1.5.5. Hcnonp3oBaHue NEpPCOHATBHBIX JIAaHHBIX —  JIEHCTBHA  (Omepammn) ¢
IEPCOHAIBHBIMH JTaHHBIMH, COBEpIIAEMbIE OIEPATOPOM B LENAX MPUHATHS PEIICHHMH WIH
COBEpIICHHA HHBIX JEHCTBHH, MOPONKNAIOMINX OPHAMYECKHE IOCIEeJCTBAS B OTHOIICHUH
CyOBEKTa MEPCOHANBHAIX JAHHEIX WK JPYTUX JIUI THOO0 UHEIM 00pasoM 3aTpardBalolUX NpaBa
1 CBODOJIEI CYOBEKTA NEPCOHANBHBIX JIAHHBIX WM APYTHX JIMIL;

1.5.6. bnokupoBaHHe NEPCOHAIBHLIX MAHHBIX — BPEMEHHOE IMpeKpaiienne cbopa,
CHCTeMAaTH3allHH, HAKOIUICHHUS, HCIIOJIB30BaHHS, PACIIPOCTPAHECHHS MEPCOHAIBHBIX MAHHBIX, B
TOM YHCJIE UX NIepeadu;

1.5.7. YHuurOKEHHE NEPCOHANBHBIX JAHHBIX — JEHCTBHA, B pE3YJIbTATe KOTOPBIX
HEBO3MOIKHO BOCCTaHOBHTH COINEPKAHWE MEPCOHATBHBIX JIAHHBIX B HH(QOPMAIIHOHHOH cHcTeMe
TIEPCOHATIBHBIX JTaHHBIX WIH B PE3YNLTATE KOTOPHIX YHHUTOXKAKOTCS MaTepHalbHEIe HOCHTEIH
NepCOHANIBHBIX JIaHHBIX;

1.5.8. ObesnuunBaHHe NEPCOHANBHBIX MAHHBIX — NEHCTBHA, B PE3yJIbTaTe KOTOPBIX
HEBO3MOXKHO ONpPEICINTh NPUHALICKHOCTh MNEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
IePCOHANIBHBIX JIAHHBIX;

1.5.9. Undopmairontas cucteMa MepcoHallbHbIX JaHHBIX — HHGOPMALMOHHAs CHCTEMA,
npeacrapisionas coboi COBOKYIHOCTE MEPCOHATBHBIX JaHHBIX, COEPKALIUXCS B 0a3e TaHHBIX,
a TakxKe HHGOPMALIUOHHBIX TEXHOJOTHH M TEXHUUECKUX CPEJICTB, MO3BOISIONIHX OCYIIECTRISTE
06paboTKy TaKHX MEPCOHANBEHBIX JAHHBIX C MCIONB30BAHHEM CPEACTB ABTOMATH3AUMU WK Ge3
HCTIONB30BAHHAS TAaKUX CPE/ICTB;

1.5.10. KoHduaeHIHATEHOCTS NePCOHANBHBIX JaHHBEIX — 0053aTeIBHOE TSI COOTIOICHHSI
OnepaTopoM HJIH HHBIM ITONIYYHBIIMM JOCTYII K [E€PCOHANLHBIM JaHHBIM JTHIOM TpeboBaHHe He
JOTYCKaTh UX paclipocTpaHeHHe 0e3 cornachs cyOBeKTa MepCOHATBHBIX JaHHBIX HJIH HaJHYHA
HHOI'O 3aKOHHOT'O OCHOBaHHS;

1.5.11. TpancrpanyuHas nepejaya IepcOHANBHBIX JIaHHBIX — Mepefaya IepCoOHaTbHBIX
JIaHHBIX orepatopoM 4epes ['ocymapeTrennyio rpauuiy Poccuiickoi Meepaliuu oprasy BiacTu
HHOCTPAHHOI'O rocyfgapcTBa, (H3MYECKOMY HIH OPHAMYECKOMY JIHIYy HHOCTPAHHOIO
rOCy/apcTBa;

1.5.12. O6memocTynHple MepcOHaNbHEIE JAaHHBEIE — IIEPCOHANBHBIE NAHHBIE, JOCTYII
HEOTPaHHYCHHOI'O Kpyra JIHI K KOTOPBIM MPEXOCTABICH € CorylacHa cyOBbeKTa IepcoHalbHBIX
JAHHBIX HJIM Ha KOTOpPBIE B COOTBETCTBHHU ¢ (DeACPabHBIMH 3aKOHAMH HE PaclpoCTpaHACTCs
TpeboBanue coOMOAeHUs KOHDUIEHIINATEHOCTH.

2. TIOHATHE U COOEPXXAHUWE ITEPCOHAJIBHBIX TAHHBIX

2.1. llepconanbHble [aHHBIE — HHOpOpMalus, HeoOXomumas Ui OCYIEeCTBICHUS
ocHOBHOH JesaTenbHocTH Cubl' MY 1 xagpororo ydera pabOTHHKOB.

2.2. OmnepaTopoM nepcoHaNLHBIX AaHHbIX apiseTcs Cuol'MY.

2.3. JlonyckaeTces NpuBAeKaTh s 06paboTKH nmepcoHanbHBIX JaHHBIX YIIOJIHOMOYEHHbIE
OpraHu3aliiy Ha OCHOBE COOTBETCTRBYIOIIMUX JOTOBOPOB U COrJIAIICHHUI.

2.4, IlepcoHaybHbIE JAHHBIE SBIAIOTCS KOH(QHICHIMAIBHBIMM, XOTA, YUYMTHIBAas HX
MaccoBOCTb H €MHOE MecTO 00paboTKH M XpaHeHus, COOTBETCTBYIOMKI rprd orpaHuveHus Ha
HUX HE CTABUTCSI.

2.5. Obecrieuenne KOHGUISHIHATLHOCTH TIEPCOHANBHBIX JAHHBIX HE TpedyeTcsl B ciyyae
o0e3nnYuBaHus H B OTHOLIEHHUH 001IEIOCTYMHBIX NEPCOHATBHEIX JAHHBIX.

3. TIOPATOK TTOJIYYEHMS U OBPABOTKHU ITEPCOHAJIBHBIX JTAHHBIX

3.1. Ilonyuenne mepCOHANBHBIX [AHHBIX OCYHIECTBIAETCA B COOTBETCTBHH C
HOPMATHBHO-NIPABOBBIMM aKkTamu Poccuiickoit denepauyu B 001acTn TPyAOBBIX OTHOILICHMH,
3aMIUTHl  [EPCOHANLHBIX JIAHHBIX, HOPMATHBHBIMH H  PAcCOpS/IMTEALHBIMH  JIOKYMEHTAMH
CubI'MY na ocHOBe coriacus cyOBeKTOB Ha 00pabOTKY HX MEPCOHAIBHBIX TaHHbIX.
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3.2. Onepatop He Brpase TpeGoBaTh OT CyOBEKTa [ePCOHAIIbHBIX JIaHHBIX
npefocTaBieHuss MHOOPMAOUM O er0 HAUHOHAILHOW H  pacoBOd  NPHHAMIEKHOCTH,
HOJIMTHYECKUX U PETUTHO3HBIX YOSKIACHHAX H O €10 YacTHOM >KH3HH.

3.3. bes cormacus CcyOBeKTOB ocymiecTBisercs o06paboTka  OOIIETOCTYIMHBIX
[CPCOHANBHBIX TAHHBIX HIIH COJAEpIKAIMX TOJBKO (haMUIIHH, HMEHa W OTYeCTBa, OOpalleHuH u
3alpOCOB OpraHM3auuii M (PU3HYECKHX JIHI, PErHCTpalMsd M OTIpaBKa KOPPECIOHICHIMU
MOYTOBOH CBA3BI0, OOPMIEHHE Pa30BBIX IIPOIYCKOB, 06pabOTKA MEPCOHANBHBIX MaHHBIX JUIS
MCIIOJTHEHHS TPYAOBEIX JIOTOBOPOB WK 0€3 HCIONB30BaHUS CPEJCTB ABTOMATH3AIHH, H B HHEIX
ClIy4asx, MpeayCMOTPEHHBIX 3aKOHOAaTeNbCTBOM Poccuiickoii Deeparinu

3.4. ObpaboTka M HCHONB30BAHHE MEPCOHANBHBIX JAHHBIX OCYIIECTBISETCS B LETISX,
YKa3aHHBIX B COITIAIIEHHAX C CyOBEKTAMH IEpPCOHANBHBIX JAHHBIX, a4 TakKe B Clydasx,
IIpelyCMOTPEHHBIX HOPMATHBHO-IIPABOBBIMH akTamu Poccuiickoii Denepatium.

3.5. He momyckaeTcs NpuHATHE HAa OCHOBAHHWHM HCK/IIOYMTENLHO AaBTOMATU3HMPOBAHHOIL
00paboTKH NepCOHANBHBIX JAHHBIX pELICHHH, MOPOKIAIONMIUX OPHIHMYECKHE [OCIEJACTBHS B
OTHOILIEHHH CYOBeKTa NePCOHANBHBIX JAHHBIX MIH HHEIM 00pa3oM 3aTparHBarolliX ero pasa u
3aKOHHBIC HHTCPECHI.

3.6. B citysae yBonbHeHHs CyObeKTa IEpCOHANBbHBIX NAHHBIX M HHOIO JIOCTHKEHHUS
neneil 00pabOTKM TNEPCOHANBHBIX NAaHHBIX, 3a(MKCHPOBAHHLIX B IUCHMEHHOM COTJIAIIEHUH,
Omeparop 00s3ad He3aMeNIHTENLHO MPEKPaTHTh 0OpabOTKY MNEpCOHANBHBIX MAaHHBIX U
YHHYTOXHTE COOTBETCTBYIOLIHE IIEPCOHAIbHBIE JAaHHBIE B CPOK, HE INPEBBINAIOIIHI Tpex
paboumx JHEH ¢ HaThl JOCTIKEHMS LeNH 00paGOTKH TEpCOHABHBIX JAHHBIX, €ClH MHOE He
IpeyCMOTPEHO (eepaTbHBIMU 3aKOHAMHE,

3.7. llpaBuna o6paboOTKH M HCHOJMb30BaHHS HEPCOHATBHBIX JAHHBIX YCTAHABIHBAIOTCS
OTJENBHBIMH periaMeHTaMH U HHCTpyKuusmMu Cubl’ MYV,

3.8. IlepcoHasibHBIE JaHHBIE MOIYT XPaHHTLCS B GyMaKHOM H(WMIH) 2JIEKTPOHHOM BHJIE
HEHTPAIU30BAHHO HIIH B COOTBETCTBYIOIIUX CTPYKTYPHBIX IIOApAa3/ieleHUsIXx € COBIIOeHHeM
IIPeyCMOTPEHHBIX HOPMATHBHO-NIPAaBOBBIMK akTamu Poccuiickoii @enepaunu Mep 1Mo 3alluTe
NIEPCOHANIBHBIX JIAHHBIX.

3.9. IlepeueHr CTIPYKTYPHBIX TONApasjieNeHuii u (MIM) OTHENBHBIX JIOJKHOCTEN,
HUMEIOLIHX IMpaBo0 Ha oOpabOTKYy IepPCOHANBHBIX JAHHBIX IpPefoCTaBIseTcs pabOTHHKAM
CTPYKTYPHBIX TOJpasAeneHHH H(MIH) MO/DKHOCTHBIM IIHIIAM, OIPEICIICHHBIM OT/CIbHBIMA
pacnopsaMTEIbHBIMA JOKYMEHTAMH W HHBIMU [MCBMEHHBIMHM YKA3aHWAMM YIOJIHOMOYCHHBIX
paboTHukoB CublI'MY.

3.10. IlepconanbHble AaHHBIC 3AIUINAIOTCA OT HECAHKIMOHHPOBAHHOIO JOCTYINa B
COOTBETCTBHH C HOPMAaTHBHO-IIPaBOBLIMH akTamu Poccuiickoii Peneparnum, HOpMaTHBHO-
pacropsiUTEIbHBIME aKTaMHA H PEKOMEHIAIMAMHI PErYIHPYIONIHMX OPraHoOB B 0OJACTH 3aIUTHI
MH(OpPMAIHK, a TAKKe YTBEPIKICHHEIMU PETJIAMEHTAMH H HHCTPYKIHAMU Omnepatopa

4. IIPABA, OBA3AHHOCTHU U OTBETCTBEHHOCTDL CYEBEKTA
[TEPCOHAJIBHBIX TAHHBIX U OITEPATOPA
TP OBPABOTKE ITEPCOHAJIBHBIX JJAHHbBIX

4.1. B memix ofecredeHHs 3alMTHl CBOHX NEPCOHATBHBIX JAHHBIX CYOBEKT
MEPCOHATBHBIX JTaHHBIX B COOTBETCTBUHU ¢ PemepanpHbM 3aKkoHOM Poccuiickoit Denepanun oT
27.06.2006 Ne 152-®3 «O nepcoHalmbHBIX JaHHBIX» 3a HCKJIIOYEHHEM  CIIY4aeB,
Mpe1yCMOTPEHHBIX JaHHBIM DeiepalbHbIM 3aKOHOM, HMEET TIPaBo:

4.1.1. Ha nonyuenue cegenuit 06 Oneparope, 0 MeCTe €ro HaXOXKIAEHHs, 0 HATMUHH Y
Oneparopa nepcoOHaNBHBIX — JAHHBIX, OTHOCSIIMXCSA K  COOTBETCTBYIOIIEMY CYOBEKTY
[ICPCOHATBHBIX JAHHBIX, 4 TAK)Ke Ha 03HAKOMIIEHHE C TAKMMH NEPCOHANBHBIMHU JaHHBIMHU;

4.1.2. Tpeborare oT Omnepatopa YTOYHEHHS CBOMX IIEPCOHATBHBIX JAHHBIX. WX
OnmokupoBaHMS HMIM YHHUTOXKEHHMs] B ClIyyae, eciH MepCOHAIbLHBbIE JaHHBIC HABISIOTCA
HEMOJHBIMU, YCTapeBIIUMH, HEJOCTOBEPHBIMH, HE3aKOHHO MOJYYECHHBIMU HIH HE ABIAIOTCA
HeOOXO/MMBIMU U1 3aABNeHHON nenu o0paboTKH, a TakKe MPUHUMATh IPEAYCMOTPEHHBIE
3aKOHOM MEPBI HO 3alIMTE CBOUX TIPAB;
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4.1.3. Ha monydeHne npu oOpalleHHH WM [pH MOJTYYeHHH 3ampoca HH(OpMAImH,
Kacaronieiicsa 00pabOTKH ero mepCoOHANBHAIX JaHHBIX;

4.1.4. Ha obxanoBanme Jeiictuil win Gesneiictsus OnepaTtopa B yIOJTHOMOYEHHLIH
Opraf o 3aluTe IpaB cyObEeKTOB EPCOHANBHBIX JAHHBIX HIIM B CYIe0HOM HOPSJIKE;

4.1.5. Ha 3ammry CBOMX IIpaB M 3aKOHHBIX MHTEPECOB, B TOM YHCJIE Ha BO3MEIIEHHE
YOBITKOB ¥ (MJIH) KOMIEHCALMIO MOPAIBHOTO Bpe/a B cy1e0HOM TOpSIKeE.

4.2. Obs3anHOoCcTH Oneparopa npH c60pe MepcoOHaNBHBIX AaHHBIX.

4.2.1. Onepatop 0643aH 6€3BO3ME3IHO MPEAOCTABUTL CYOBEKTY MEPCOHANBHBIX JAHHBIX
HIIA €0 3aKOHHOMY IIPEIACTABUTEII0 BO3MOKHOCTE 03HAKOMIIEHHS € IEPCOHAbHBIMH TaHHBIMH,
OTHOCSIIIAMHUCS. K COOTBETCTBYIOIIEMY CYOBEKTY NepCOHANBHBIX JAHHBIX, & TAK)KE BHECTH B HHX
HeOOXOUMBIE H3MEHEHHS, YHHUTOKHTE HIH OJOKHPOBATL COOTBETCTBYIOIIME IIEPCOHANBHEIC
AAaHHBIE MO MPE[AOCTABICHHH CYOBEKTOM [I€PCOHAIBHBIX MAaHHBIX HIH €ro 3aKOHHBIM
NpeICTaBHTEIEM CBEJICHHH, MOJATBEPKIAMIINX, YTO MNEpCOHANbHBIE JaHHBIC, KOTOpPEIE
OTHOCSTCSI K COOTBETCTBYIOIEMY CYOBeKTy M 00paboTKy KOTOpEIX ocyuiecTeiseT Omepatop,
SBJISIOTCS HEMONHBIMH, YCTapeBIIMMH, HEJOCTOBCPHBIMH, HE3AKOHHO IIOJIYYCHHBIMH HJIH HE
ABJIAIOTCA HEOOXOAMMBIMH TS 3asABJICHHON el 00paGoTKy.

4.2.2. O BHECEHHBIX M3MEHEHHUSX U TPEANPUHATEIX Mepax Oneparop o0s3aH YBEJOMUTE
CyObeKTa NepcOHaNbHBIX NaHHBIX WIIH €r0 3aKOHHOTO IPECTABUTENS W TPETHHX JHIL, KOTOPLIM
NIEPCOHANBHBIC JaHHBIC 3TOr0 CyObeKTa OBLIH Iepe/IaHkL.

4.23. B ciny4ac BbIABICHHS HEIPABOMEPHBIX JEHCTBHYU C NEPCOHAIBHBIMH JAHHBIME
Onepatop B CPOK, He NPERBINAONUA TpeX pabouux JHell ¢ JaThl TAKOTO BEIIBIEHHS, 00513aH
YCTPaHUTE AOIMYLIEHHBIE HAPYIIISHHUS.

4.2.4. B cnyyac HEBOZMOXHOCTH YCTpaHEHHs AOMYIICHHBIX Hapymenuit Onepatop B
CPOK, HE MPEBBIIIAIOMIEH TpeX pabo4Yux JHEH C JaThl BBISBICHHS HEIIPABOMEPHOCTH JACHCTBHH C
NEPCOHANBHBIMH JAHHBIMH, 0053aH YHHUTOXHTE NEPCOHATIBHEIE JaHHBIE.

4.2.5. 06 ycrpaHeHHH JONMYINEHHBIX HAPYUICHUA WIH 00 YHHYTOKCHHH MEPCOHATBHBIX
nannpix Onmepatop oOsA3aH yBeIOMHTH CyObeKTa NEPCOHAIBHBIX JAHHBIX MM €r0 3aKOHHOTO
IPEJICTaBUTETI.

4.2.6. B cimyuae or3piBa CyOBEKTOM NEPCOHANBHBIX JAHHBIX COIIacHs Ha 00paboTKy
CBOMX [EpCOHAILHBEIX MAaHHBIX Oneparop o0s3aH mpekpaTtHTh 00pabOTKY MEpCOHATBHBIX
JIaHHBIX M YHHYTOKHTH [IEPCOHATBHBIC JIAHHBIC B CPOK, HE MPEBBIIAIONINH TpeX paboyux JHelH ¢
JIaThl TOCTYIUIEHHS YKA3aHHOI'O OT3bIBA, €CIM MHOE HE NPeAyCMOTPEHO COTJIAIEHHEM MEXIy
OrmneparopoM H CyOBEKTOM NepCOHAIBHBIX JaHHBIX.

4.2.7. O0 yHHUTOKEHHH IEePCOHAIBHLIX MaHHbIX Onepatop 00s3aH YBEAOMUTH cyObeKTa
[IEPCOHANIBHEIX JaHHEIX.

4.3. IIpara Oneparopa Ha nepegady NepcoHaNbHEIX JaHHBIX TPETHHM JHIIAM.

4.3.1. Omepatop He BmpaBe 0e3 IHCEMEHHOIO coOrjiacusi cyOBeKTa IEepCOHAIBHBIX
JIAHHBIX —1epefiaBaTh obpabaTbiBaeMble IEPCOHATBHBIE JaHHBIE TPETHUM IJIHI@AM, 33
HCKITFOYCHHCM CJIy4aeB, NPe/lyCMOTPEHHBIX 3aKOHOoAaTeNbecTBOM Poccniickoli denepanun

43.2. llepenaya mnepcoHaNbHBIX MaHHLIX CyOBEKTa TPEThHUM JHLAM  JOJIKHA
IIPOM3BOJIMTCA B COOTBETCTBHH ¢ PernaMeHTOM miepefayd NEepCOHATBHBIX JAHHBIX TPETHUM
JTHIAM.

5. OTBETCTBEHHOCTD 3A PA3I'JIAIIEHUE ITEPCOHAJIBHBIX JIAHHBIX

5.1. OmepaTtop. a TaKXKe JNOJIKHOCTHBIE JIMIIa, BHHOBHBIE B HapylleHUH TpeboBaHHii
OQepepanbHoro 3akoHa PO «O mepcoHalsHBIX jgaHHbBIX» oT 27.07.2006 Ne 152-®3 | HecyT
IPaKIaHCKYIO, YTOJIOBHYIO, A/IMUHUCTPATHBHYIO, JUCIHILUTHHAPHYIO M HHYIO TIPEYCMOTPEHHYIO
3aKoHOAaTeNbeTBOM Poccniickoit deepaiiny OTBETCTBEHHOCTD.

5.2. OTBeTCTBEHHOCTh 3a cobmogeHue TpeboBaHWil 3akoHoJaTenbcTBa Poccniickoii
@enepatyu mpH 00paboTKe U HCNOMIL3OBAHUM MEPCOHATLHBIX JIAHHBIX BO3NAracTes B NMpHKase
00 yreepxknenum llonojkeHuss M HMHBIX [pHKa3ax HAa PYKOBOAUTEIECH CTPYKTYPHBIX
MOJIpa3ACeHdid M KOHKPETHBIX JIOJDKHOCTHRIX  nuil  Onepatopa,  oOpadarhiBaloOImx
NepPCoOHAILHBIE TaHHBIE.
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6. OCHOBHbBIE HPAHIAITI [TOCTPOEHUS CUCTEMBI
KOMIUIEKCHOU 3AIUTHI MHOOPMAIINA

[locTpoenne  cucrembl — obecrmedeHuss 0e30MACHOCTH  IEPCOHANBHBIX  JAHHBIX
HH(OPMAIHOHHBIX CHCTEM MepcoHanbHEIX AaHHEX CHOIMY 1 ux (yHKUHOHUPOBAHHUE TOIKHBI
OCYLIECTBIIATHCA B COOTBETCTBHH CO CHEAYIOIIAMU OCHOBHBIMH TIPHHIHITAMM:

- 3aKOHHOCTb;

- CHCTEMHOCTb;

- KOMILIEKCHOCTE;

- HEIIPEPBIBHOCTB;

- CBOEBPEMEHHOCTH;

- IIPEEMCTBEHHOCTD H HETIPEPBIBHOCTD COBEPUICHCTBOBAHHS,

- IIEPCOHAJIEHAsI OTBETCTBEHHOCTE;

- MHHUMH3ALHUS TIOJHOMOYHIA,

- B3aHUMOJICHCTBUE H COTPYIHAYECTBO;

- THOKOCTh CHCTEMEI 3allHThI,

- OTKPBITOCTE aITOPHTMOB H MEXAHU3MOB 3aIlUTHL,

- IIPOCTOTA MPAMEHEHHUS CPEJCTB 3alUTHI;

- Hay4Has 000CHOBAaHHOCTE H TEXHHYECKAs PEAIH3yEMOCTE;

- CHenManu3anis u npodecCuOHAIH3M;

- 00s3aTENBHOCTD KOHTPOJIA.

6.1 3aKOHHOCTE

[Ipennonaraer oOCyIIECTBICHHE 3AIIUTHBIX MEPONPHITHA M pa3paboTKy CHCTEMBI
3auTel  mepcoHanbHbIX gaHHBIX (C3II[H) CubI'MY B CcOOTBETCTBHM ¢ JASHCTBYIOIIMM
3aKOHOJIATENLCTBOM B 00JIaCTH 3aIMUTHI TEPCOHANBHBIX JaHHBIX H JIPYTHX HOPMATHBHBIX aKTOB
no OesonacHoCTH HMHQOPMALKMH, YTBEPXKIAECHHLIX OpraHaMM TrOCYIApCTBEHHONW BIIACTH U
YIIpaBIeHUS B IIpejesiaX uX KOMITeTEHIIUH.

[Tome3oBaTenu u obcayKUBaIOLIMIL TEPCOHAT HHPOPMALMOHHBIX CHCTEM MEPCOHATBHBIX
Aanuelx CubI'™MY  nmomkHEI OBITE  OCBEJOMIJIEHHI O MOpsAaKe padoThl €  3alHIAaeMOi
uH(opManue 1 06 OTBETCTBEHHOCTH 3a 3amuTh! [1/{H.

6.2 CucTeMHOCTH

Cucremubiii momxon Kk mnoctpoeHuto C3I1[Im CubI'MY npennosaraeT ydeT Bcex
B3aUMOCBA3aHHbIX, B3aHMOJICHCTBYIOIINX U H3MEHSIOIUXCS BO BPEMEHH 3IIEMEHTOB, YCIOBHH U
(hakTOpOB, CYUIECTBEHHO 3HAYUMBIX JUIS TIOHMMAHUS W peleHus mpobiaeMsl obecrieueHus
Oe3omacHOCTH HHPOPMAITHOHHON CHCTEMBI IIePCOHANBHEIX AanubXx Cubl MY,

[Ipm cospmanum cucTeMBl 3alIMTHI OJDKHBI YYHTBIBAThCA Bce cinabbple m Hambonee
yA3BUMBIE MECTa CHCTEMbI 00pabOTKM MEPCOHANBHBIX AHHEIX, a TAK)Ke XapaKTep, BO3ZMOXKHBIE
OOBEeKTHl M HaIpaBIeHUS AaTak Ha CHCTEMY €O CTOpOHBI HapymHTenedl (ocobeHno
BBICOKOKBAIH(DHIMPOBAHHBIX 3II0YMBIIUICHHAKOB), NYTH NPOHUKHOBEHWSI B PACIIPEICIICHHbIE
cucremsl 1 HCJI x undopmanun. Cuctema 3aimuThl JODKHA CTPOUTHCA C YUETOM HE TOJIBKO
BCEX M3BECTHBIX KaHanos npoHukHoBeHust  HCJI k uH(opMaImu, HO U € y4eTOM BO3ZMOKHOCTH
IOSIBIIEHUS TIPUHIAINHMAIEHO HOBBIX IIYTEH peanu3anuy yrpo3 6e30MacHOCTH.

6.3 KoMIiekcHoCTh

KommnexcHoe  MCIONB30BaHHE METOJOB W CPEJACTB  3AIIATHl  MPEJIIONAaraeT
COrIACOBAHHOE [PUMEHEHHE PA3HOPOAHEIX CPEeICTB IPH ITOCTPOEHHU IETOCTHOIH CHCTeMEI
3aIMTEHL, IepeKphIBAIOLIeH BCe CYNIeCTBEHHBIC (3HAUMMBIE) KaHANBI peajli3allid yrpo3 H He
copeprkallel ciabpIX MECT Ha CTHIKAaX OTACIBHBIX €€ KOMIIOHEHTOB.

3amMTa  JIO/DKHA  CTPOHMTBCS  3UICTOHMPOBaHO. J[ms KakJoro KaHaja yTeuKH
uH(opMalMl M AT KaKA0H yrpos3sl Oe30MmacHOCTH JIOJDKHO CYLIECTBOBATh HECKOJBLKO
3aIUTHEIX pyOexei. Coszjanue 3alUTHBIX pyOeked OCyIIecTBIsSercs ¢ Y4eTOM TOro, uToObl
U UX TPEOJOTIECHHS TOTEHIHATBLHOMY 3IOYMBIIIIEHHHKY TpeOoBaHCh NMPO(EeCCHOHANbLHEIE
HABBIKH B HECKOJIbKHX HEB3aMMOCBA3aHHBIX 001aCTsX.
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Buemmnsas 3alluTa JoIKHA oDecneduBaThesl (PU3MUECKUMH — CPENICTBAMH,
OpraHH3alUMOHHBIMH M TpaBOBbIMH MepamH. OgHuMm u3 Hambosiee YKpeNICHHBIX pyOerxei
IpH3BaHbl OBITH CPENCTBA KPHIITOTpadUYECKOW 3alUThI, PeaJM30BaHHEIE C HCIOJIB30BAHHEM
texHosoruu VPN. IIpuknanHoil ypoBeHb 3allMTHI, YYHTHIBAIOMIAN OCOOEHHOCTH IIPEMETHOMH
o0macTH, mpeICTaBAeT BHYTPEHHHUH pyOek 3aIyThL.

6.4 HemnpepbIBHOCTD 3aIIATHI MEPCOHATBHEBIX JTAHHBIX

3amyra nepcoHaNbHBIX JAaHHBIX — HE PA30B0€ MEPOMPUITHE U He IIPOCTas COBOKYIIHOCTh
OpOBEJEHHBIX MEPONPHUATHH U YCTAHOBJICHHBIX CPEACTB  3alUThl, a HENPepbIBHBIH
[I€JICHANIPABICHHBIA IIPOLECC, IPEANOIATalonHi NPUHITHE COOTBETCTBYIOIIMX MEpP Ha BCEX
yTanax KU3HEHHOr0 HUKJIA HHQOPMAIMOHHON CHCTEMBI IePCOHANBHBIX JaHHBIX.

MupopMallMoOHHBIE CHCTEMBI II€PCOHAIBHBIX JAHHBIX JOJDKHBI  HAXOJQUThCS B
3aIIUIIECHHOM COCTOSHHH HAa I[POTSDKEHHH BCETO BpeMeHH HX (QYHKIHOHHpoBaHuA. B
COOTBETCTBHH C 3THM IIPHUHIMIIOM IOJKHBI [PUHUMATHCA MEDHI 110 HEAOUYIIEHHIO Hepexola
WHOOPMATIMOHHEIX CHCTEM MTePCOHANBHEIX JAHHBIX B HE3ALIUIIEHHOE COCTOSHHUE.

bonpmMHCTBY (QH3HYECKHX U TEXHHYECKHX CpPEICTB 3alUTHl A H(pdekTHBHOTO
BBIIOJHEHHA CBOMX (YHKIHE HeoOXoamMa MOCTOSHHAs TEXHHYECKas W OpraHu3alHOHHAas
(anMUHMCTpaTHBHAs) TIOJJEp)KKa (CBOEBPEMEHHas CcMeHa ¥ oOecriedeHHe MpaBHIBHOTO
XpaHeHHs M INPUMEHEHHS MMEH, naposied, Kmoued MHQpPOBaHUS, IepeolpeleleHHe
nonmHomounii u T.1.). IlepepeBer B paboTe cpeAcTB 3aluThl MOrYT OBITH HCIONB30BaHB
3OYMBIIIICHHUKAMH JUIA aHalld3a IPUMEHAEMBIX METOA0B H CPEJCTB 3alMThI, /I BHEJAPEHHUS
CIICLMANBHBIX NPOrPAMMHBIX H alllapaTHeIX "3aknafgok" M JApYIUX CPEACTB IIPE0JOJICHUS
CHCTEMEI 3alHUTEL II0CJIE BOCCTAHOBIIEHHS ee (PYHKIIMOHHPOBAHUS.

6.5 CproeBpeMeHHOCTE

Ilpenmomaraer  ympesxmarommii  Xapaktep Mep — oOecrmedeHHs — 0€30MacHOCTH
MEPCOHAIBHEIX JIAHHEIX, TO €CTh [IOCTAHOBKY 3a7iau 10 KOMIUIEKCHO# 3aiuTe HHPOPMAaIHOHHBIX
CHUCTEM MEePCOHANBHEIX JIAHHBIX M PEAU3AIMIO Mep obecrieueHUs O€301acHOCTH MEePCOHATILHBIX
JI@HHDBIX Ha PaHHHX CTaJuAX pa3paboTkH HHOOPMALMOHHBIX CHCTEM [1E€PCOHANBHBIX IaHHBIX B
LEJIOM W €€ CUCTEMBI 3alMThl HH(POpPMAIMHU, B YACTHOCTH.

Pa3zpaboTka cHCTEMBI 3alIUTHl JOMKHA BECTHUCH MapaienbHo ¢ paspaboTkoil U
pazBUTHEM CaMOH 3alHIaeMOil CHCTeMBL. DTO O3BOJIUT yYecTh TpeOoBaHus De30MacHoCT Npu
MPOEKTHPOBAHUH APXHTEKTYPBI M, B KOHEYHOM cueTe, co3narh Gonee d¢dekTHBHBIE (KakK IO
3arparaM PECypCOB, TakK M [10 CTOMKOCTH) 3alIMIIEHHBIE CHCTEMBI.

6.6 IlpeeMcTBEHHOCTH M COBEPIIEHCTBORAHUIE

IIpeanonararoT MOCTOSHHOE COBEPIICHCTBOBAHWE MEP U CPEJCTB 3alIMUTH HHPOpMALUH
Ha OCHOBC IPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHMYECKHX PEIICHUH, KaIpOBOro COCTaBa,
aHanu3a (yHKIMOHUPOBaHUS UH(OPMALHOHHBIX CUCTEM IIEePCOHAIBHBIX IaHHBIX U UX CHCTEMBI
3alUTEL ¢ Y4ETOM M3MEHEHHH B MeTOAax M CPeJCTBax IepexBaTa MH(OPMAaIUK, HOPMATHRHBIX
TpeGOBaHUH 110 3aIMUTE, JJOCTUTHYTOTO OTEYECTBEHHOTO 1 3apyOEXHOr0 OIIBITa B 3TOH 00NacTy.

6.7 TlepconankHasg OTBETCTBEHHOCTH

Ilpeamonaraer Bo3NOXKEHHE OTBETCTBEHHOCTH 3a obecrieyenue  OGesomacHOCTH
MEPCOHANBHBIX JIAHHBIX U CHUCTeMBI UX OOpaboTKH Ha KaXJOro COTPY/IHHUKA B TpElenax ero
noJHOMOYH#. B COOTBETCTBHM ¢ 3THM NPHHIHIOM paclpefelieHHe NpaB U o0g3aHHOCTEH
COTPYAHMKOB CTPOMTCS TAKUM 0Opa3omM, yToObI B ciiydyae 1100010 HapylmeHus KpyT BUHOBHHKOB
OBUI YETKO M3BECTEH UJIH CBEJCH K MUHHMYMY.

6.8 [IpHHIHIT MHUHHMH3ALNANA TOJHOMOYUI

O3HavyaeT mNpeNOCTaBICHHE IONB30BATENsIM MHHHMAJBHBIX 1IpaB  J0CTyHa B
COOTBETCTBHM ¢ IIPOH3BOJCTBEHHON HEOOXOJMMOCTBIO, HA OCHOBE NpPHMHLHUIA «BCE, YTO HE
pa3peleHo, 3anpemeHoy.

JlocTynl K mepcoHANbHBIM JIaHHLIM JIOJDKEH [IPe/IOCTaRATRCS TOJMBKO B TOM ClIydae H
OGECME, C€CJIKH 3TO HBOSKOI.U‘IMO COTPYAHHKY IS BRINTOJITHEHHA ero JOJMHOCTHEBIX obg3aHHOCTeH.

6.9 BzammopelicTBHe B COTPYIHHUYECTBO

[Ipenmonaraer cozganue OmarompuaTHOH armocdepsl B KONIEKTHBAX IMOJpa3s/ieiieHuH,
ofecreynBaoNMX JeATeNbHOCTh HHOOPMAIMOHHBIX CHCTEM MEepPCOHANBHBIX JAaHHBIX [BOY
BI1O Cubl'MY Munzapaga Poccuu, 11l CHIKEHUS BEPOSTHOCTH BO3HHKHOBEHUS HEraTHBHBIX
JIeCTBUH CBA3AHHBIX C HEIOBEYECKUM (aKTOPOM.
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B Takoifi oOcraHoBKe COTPYAHHKH JOJIKHBI OCO3HAHHO cobnronathb
YCTaHOBJICHHBIC [paBuia M OKa3blBaTh COACHCTBHE B JICATEJBHOCTH IOJApa3fe/IeHHiH
TEXHUYECKOHU 3a1muThl HH(OPMAIIHAH.

6.10 I'mOKOCTH CHCTEMBI 3aIMTHI IEPCOHATLHEIX JaHHBIX

[IpunATHIC MEPBI U YCTAHOBIICHHBIE CPEICTBA 3aLIUTHI, 0COOEHHO B HAYAIbHBIH MEPHUOS]
UX OKCILIyaTaluH, MOIyT oOecnednBaTh Kak 4pe3MEpHBIH, TaK H HEJIOCTaTOYHBIH YPOBEHb
3amMTEL. J[ns ofecrniedennss BO3SMOKHOCTH BapbHPOBAHUS YPOBHEM 3AllIHIICHHOCTH, CPEJICTBA
3AIMMTHL JO/DKHEL 00NajaTe Ompene/leHHOH IHOKocTeio. OcoBGeHHO BaXKHEIM 3TO CBOMCTBO
ABIIAETCS B TEX CJIy4asx, KOrJa yCTaHOBKY CPE/CTB 3allATBI HEOOXO0JMMO OCYIIECTBIATH Ha
paboTaloLIyI0 CHCTEMY. HE HapyIas Mpoiecca ee HopMaibHOro (GYHKIIMOHAPOBAHHSL.

6.11 OTKpBITOCTH ANTOPUTMOB H MEXAHM3MOB 3aLUTHI

CyTe NpHHIMIE OTKPBITOCTH ANTOPHTMOB H MEXaHH3MOB 3aIl[HTBI COCTOHT B TOM, HTO
3aIIpTa He JI0JDKHA 00ecneynBaThes TOMBKO 3a CYET CEKPeTHOCTH CTPYKTYPHOM OpraHM3alyy u
aIrOPUTMOB (DYHKIIMOHUPOBAHUA ee NMOJACHCTEM. 3HAHNWE AalTOPUTMOB PabOTEl CHCTEMEI 3aAlHTEI
He JIOJDKHO J1aBATH BO3MOXKHOCTH ee mpeoJosienus (naxe apropam). OfHaKo, 5TO He 03HAYAET,
4TO HHGOPMAIIHSA O KOHKPETHOMH CHCTEME 3allMThI J0KHA OBITE 00IIEA0CTYIHA.

6.12 IlpocToTa NpUMEHEHHS CPEICTB 3alHThI

MexaHu3MBI 3aUTE JOJDKHEI OBITh HHTYHTHBHO MOHATHBI M IPOCTHI B HCIIOJTE30BAHUH.
[Ipumenenue cpe/iCTR 3aMUTE He OJDKHO OBITE CBA3aHO CO 3HAHHEM CIICLHATLHBIX A3LIKOB HIIH
C BBIIOJIHEHHEM ACHCTBHH, TpeOYIOIMX 3HAYHTENBHBIX JOIMOJHHTEIBHBIX TPYHAO3aTpar NpH
00bIMHON paboTe 3aperuCTPHPOBAHHBIX YCTAHOBJICHHBIM HOPAIKOM [10JI530BATENIEH, a TAKKE He
JOJDKHO TpeDoBaTh OT TI0/Ib30BATeNs BBHINOJHEHUS! PYTHHHBEIX MATOMOHSATHBEIX €My OIeparuit
(BBOJT HECKOIBKUX MMaposiel ¥ UMEH | T.J.).

JomkHa focTHrarhes aBTOMaTH3al|s MaKCHMAIbHOIO 4YHciIa JCHCTBYH TOJIb30BaTeei
W a/IMUHECTPATOPOB HH(OPMALMOHHON CHCTEMEI IEPCOHATLHEIX TAaHHEBIX.

6.13 Hayunas 000CHOBAaHHOCTB H TeXHUUYECKAS PeaTH3yeMOCTh

Wudopmaionnsie TeXHOIOTHH, TEXHHIECKHE M IPOrpaMMHbIE CPE/ICTBA, CPEACTBA H
MepBl 3aKTE HH(POPMaMK JTOJDKHBI OBITh PeaiM30BaHbl Ha COBPEMECHHOM YPOBHE pPa3sBHTHA
HAyKH M TEXHWKH, HAayuyHO OOOCHOBAHBI C TOYKHM 3peHUsl MOCTHIKEHUS 3a/[aHHOTO YPOBHS
be3omacHocTH  HMHGOPMAIMM U [O/DKHBI COOTBETCTBOBATH YCTAHOBJEHHBIM HOPMaM H
TpeOOBaHHIM 110 0€3011aCHOCTH TTEPCOHANBHBIX JIAHHBIX.

Cucrema 3aIlUThl NIEPCOHATBHBIX JaHHBIX J0/UKHA OBITH OPHEHTHPOBAaHA HA PCIICHHA,
BO3MOXHBIE PHCKH JUII KOTOPBIX M Mephl MPOTHBOJIEUCTBUS HTHUM DPHCKAM  TIPOIIIH
BCECTOPOHHIOIO TEOPETHUYECKYIO U TTPAKTHYECKYIO IIPOBEPKY.

6.14 Crnenmammsauus u npodecCHOHAIN3M

IlpenmonaraeT npuBiedeHHe K pa3paboTKe CPEACTB M peaM3allid Mep 3alluThl
HH(OPMAIHH CIIEIHATH3NPOBAHHEIX OpraHu3alii, Hauboee MOArOTOBIEHHBIX K KOHKPETHOMY
BHJly OEATENBHOCTH 10 obecrniedyeHHI0 0€30MacHOCTH MEePCOHANBHBIX JAHHBIX, HMEIOIUX OIBIT
[TPaKTHYECKOH paboTBl W rOoCyZapCTBEHHYIO JIMIEH3WIO HAa IPABO OKa3aHWUs YCIYr B 3TOMH
obmacty. Peanusanus aIMMHUCTPATHBHBIX Mep M SKCIUIyaTauusi CpeJCTB 3alluThl J0/DKHA
OCYLIECTBISITECS NPOdeccHoHATBEHO MOATOTOBIEHHEIMHE crieinanuctamu Cubl’ MY,

6.15 O0g3aTenbHOCTL KOHTPOJIS

ITpenmonaraer 00s3aTeIEHOCTE H CBOEBPEMEHHOCTD BBIABJICHHS H IIPECEUCHHUs MOMIBITOK
HapylUIeHHs YCTAHOBIEGHHBIX MpaBui obecreyeHus Oe30MacHOCTH MEPCOHATBHBIX JAHHBIX Ha
OCHOBE HCIIOJIb3YEMBIX CHCTEM M CPEJCTB 3alUTHl MH(OPMAIMKU [PH COBEPIICHCTBOBAHMH
KPHTEPHEB H METOI0B OLEeHKH (P (PEeKTHBHOCTH 3THX CHCTEM U CPEJICTB.

Koutpons 3a AeaTensHOCTBIO JHOOOr0 MONB30BATENA, KAKAOIO CPe/ACTBa 3alIMThl H B
OTHOILIEHWH JI0OOro 0O0BEKTa 3allHUTHl JOJDKEH OCYILIECTBISTHCS Ha OCHOBE TNPHUMEHEHMs
CPEACTB  OINCPATHBHOIO  KOHTPOJA M PErHCTpAllHH W JIOJUKEH — OXBATBIBaTh KAk
HECAHKITHOHUPOBAHHBIE, TAK U CAHKIIMOHUPOBAHHbIE JCHCTBHS MOJIB30BATENCH.

7. MEPLL, METO/IbI U CPEJICTBA OBECITEYEHKMA TPEBYEMOI'O YPOBHSI
SAHIUMIITEHHOCTH
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Obecnevyenue  TpeOyeMOro  YpOBHS 3aUIMIIEHHOCTH JO/KHOCTH JIOCTHTATHCH C
HCIIOJIE30BAHHEM MEp, METOAOB U cpeActs OesomacHoctH. Bee Mepel  obecrnieyenus
OesonacHOCTH HHQOPMALHOHHBIX CHCTEM IEPCOHATBLHBIX TAHHBIX T0/Pa3IeNsIOTCS HA:

- 3aKOHOJaTe/bHbIe (IIPaBOBEIE);

- MOPalbHO-3THYECKHE;

- OpraHH3alHOHHEIC (aIMUHHCTPATHBHBIE);
- (puznyveckwme;

- TEXHHYCCKHE (annapaTHbie H POrpaMMHEIE).
[lepedenn BoIOpaHHBIX Mep obecreueHuss Oe3omacHOCTH oTpakaetcs B Ilmame
MEPOTPUATHH 110 0OECTIEUSHHIO 3aIHTEI [IEPCOHATLHEIX JaHHDIX.

7.1 3akoHoJaTeNbHbIC (IIPABOBBIE) MEPHI 3AIHUTE]

K mpaBoBBIM MepaMm 3alllUTHI OTHOCSTCS ACHCTBYIOLIHE B CTpaHe 3aKOHEI, YKa3hl H
HOPMATHBHBIC aKTBI, PErJaMEHTHPYIOUHE MpaBHia oOpalleHus ¢ MepCOHANBHBIMH JaHHBIMH,
3aKPCIUIAIOIIME 1IpaBa U 0053aHHOCTH YYaCTHUKOB MH(QOPMAIMOHHBIX OTHOLIEHUH B Ipolecce
ce 00pabOTKH M HCIOJIB30BAHMS, A TAKXKE YCTAHABIUBAIOIIME OTBETCTBEHHOCTD 32 HAPYIICHHS
OTUX IIPABHJI, TPENITCTBYS TEM CaMbIM HEIPAaBOMEPHOMY HCIOJB30BAHUIO TEPCOHATBHBIX
JIAHHBIX U ABJSTIOLIHECS CAEPIKHBAIOMIHM (GaKTOPOM Ul MOTEHIHAIBHBIX HapyIIHTEIeH.

[lpaBoBple Mepbl 3aIMTBI HOCAT B OCHOBHOM YIPEXKIAIOMME, MPOGUIAKTHUECKUH
XapakTep ¥ TPEOYIOT INOCTOSHHON PpA3BICHHUTENLHONH paboThl € IOJIB30BATENSIMH U
00CITYKUBAIOLIUM TIEPCOHATIOM CHCTEMEL.

7.2 MopaibHO-3THYECKHE MEPBI 3al[ThI

K MopanbHO-3THYECKMM MepaM OTHOCSTCS HOPMBI ITOBEIEHHS, KOTOPHIE TPAIMIIMOHHO
CJIOHITUCH WITH CKIIQJIBIBAIOTCS 110 Mepe pacripocTpanenns DBM B cTpane uiM obiiectse. DTH
HOPMBI OOJBIIEH YacThIO HE SABIIOTCA O0SA3aTENBHBIMH, KaK 3aKOHOJATEIbHO YTBEPIKISHHBIE
HOPMaTHBHBIC AKTHbl, OJHAKO, WX HECOOMIOJEHWE BeAeT OOBIMHO K MAJCHHIO aBTOPHTETA,
IIPECTHIKA YCIIOBEKA, IPYIIIBI JIML WK OpraHu3anuu. MopaibHO-3THYECKHE HOPMBI OBIBAIOT KaK
Hernucanele (HanpiMep, OOMIENPU3HAHHBLIE HOPMEI YECTHOCTH, NMATPHOTU3MA H T.II.), TaK U
IHCAHEIE, TO €CTh OQOPMIICHHBIE B HEKOTOPBIH CBOA (YCTaB) IIpaBHJI HIlH IPE/ITHCAHMH.

MopanbHO-9THYECKHE MEPBI 3alIUTHl ABIAIOTCS NPOQHUIAKTHYCCKAMH M TPeOyIOT
MOCTOSIHHOM  paGoThl 110 CO3MaHHIO 3/I0POBOTO  MOPABHOTO KIMMATa B  KOJJIEKTHBAX
nojpasnenenud. MopaisHo-3THYECKHE MEpBI 3aLUUTLI CHUKAIOT BEPOATHOCTE BO3HHUKHOBCHHUS
HETaTUBHBIX AeHCTBHH CBA3aHHEIX C YeJIOBeYECKHM (haKTOPOM.

7.3 OpraHu3allHOHHEIE (8 IMHHHCTPATHBHLIE) MEPBI 3aIllMThI

OprasusanuoHHbie (aIMHHUCTPATHBHEIE) MEPEI 3aIHTHI - 3TO MEPHI OPraHU3AlHOHHOTO
Xapakrepa, perJaMeHTHPYIOUHE IIpoLecchl (PYHKIHOHHPOBAHUS HH(POPMALMOHHBIX CHCTEM
TICPCOHANBHBIX JaHHBIX, HCIIOJIL30BAHHE PECYpPCOB HHGOPMAIIHOHHBIX CHCTEM ITEPCOHATBHBIX
JAHHBEIX, ICATENBHOCTh OOCTYKHBAIOLIEr0 INEpCcOoHala, a TakKe MOPSI0K B3aMMOCHCTBUS
nonb3oBareieil ¢ MHOOPMAIMOHHBIMH CHCTEMAaMM TIEPCOHANBHBIX JaHHBIX TAKHM 006pa3oM,
4T00BI B HauOOJIBIICH CTENEHH 3aTPYAHUTD HIIH HCKIFOYHTH BO3MOXKHOCTH PEAIU3ALMH YIPO3
6e30IMaCHOCTH HITH CHH3HTH pa3Mep MOTEPh B CIIydYae HX Pealu3allii.

['maBpas mens  aAMUHHCTPATHBHBIX — Mep, [pEINPUHUMAEMBIX  HA  BBICIIEM
YIPABIEHYECKOM YpOBHE — CHOPMHUPOBATL MOJHUTHKY HH(OpMaNMoHHONH 0e30macHOCTH
NEePCOHATBHBIX JAHHBIX (OTPaKAIOUIYI0 MOAXOABI K 3amuTe HHGOpMAUuu) U o0eclednTh ee
BBIIOJIHEHHE, BBIAETISAS HEOOXOAUMEBIE PECYPCEI U KOHTPOJMPYS COCTOSHHE JIel.

Peanusauus nonuTHkn uHGOpPMaNMOHHOH 0€30MaCHOCTH NEPCOHANBHBIX JaHHBIX B
HHPOPMALHOHHBIX CHCTEMaX MEPCOHATBHBIX [TAHHBIX COCTOHUT M3 MEP aAMHHHCTPATHBHOIO
YPOBHS M OPraHU3aLMOHHBIX (MTPOIIETYPHEIX) Mep 3aIlUTEI HHPOPMALHH.

K aaMHHHCTPAaTHBHOMY YPOBHIO OTHOCATCSA pELICHHS PYKOBOJCTBA, 3aTpardBaloliye
NEeATEIBHOCTh PAacCMaTPUBAEMBIX B IIEJIOM. DTH peLleHHs 3aKpeIUBIIOTCs B JOKATBHBIX aKTax
CubI'MY. ITpumepom Takux peiueHuii MOryT OBITh:

- KOMIUIEKCHAs rmporpaMMa o0ecriedeHus 0Oe30MacHOCTH [epCOHANBHBIX [IaHHBIX,
OnpeneeHIe OTBETCTBEHHBIX 34 €€ Pealn3alio;
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- (hopMy/IHpOBaHHE I1eJICi, MOCTAHOBKA 3ajad, oTipeeNneHue HanpaBleHHH
AEATENLHOCTH B 00/1ACTH 0€30acHOCTH NePCOHANBLHBIX JAHHBIX;

- IPHHATHE PENICHHH MO BOIPOCAM peanH3alldi MPOrpaMMbl DE30TMacHOCTH, KOTOpLIE
paccmarprBaroTcs Ha ypoHe CuOI' MY B nienom;

- obecneyenne HOPMaTHBHOH (TIPaBOBOIT) Ha3bl BOIPOCOB 6E30MIACHOCTH U T.1I1.

ITonuTrKa BEpXHEro ypOBHS JOJDKHA YETKO OUEPTHThH Cepy BIMSAHHA H OTPAHHUEHHS
NpH ONpeJielleHHH 1elledl 0e30MacHOCTH MNEepCOHANBHBIX JIAHHBIX, ONPEJCIUTh KaKHMH
pecypcamu (MarepuHaigbHBle, I[EPCOHAN) OHH OYAyT JAOCTHIHYTHI W HAWTH pasyMHBIH
KOMIIPOMHCC ~ MEKIY TpUHeMIIEMBIM YpOBHeM Oe3omacHOCTH H  (PYHKIHMOHATBEHOCTBIO
HH()OPMAUOHHEIX CHCTEM.

Ha opranusanuonmnom yposHe OnpeensioTes Ipoleaypsl H MpaBuia JOCTHKEHHS HeIeH
W pELICHHUs 3aJla4 [MOJMTHKH HH(POPMAaIMOHHON 0e30MacHOCTH IMepCOHANBHBIX NAHHBIX. DTH
TIPAaBHJIA OTIPEAETISIOT:

- KaKOBBI pOMM M 00A3aHHOCTH JO/DKHOCTHBIX JIHI[, OTBEYAIOUIHE 3a IPOBE/ICHHE
HOJIMTHKK 0€3011aCHOCTH TIEPCOHABLHBIX JAHHBIX, 8 TAK )K€ HX YCTAHOBHTH OTBETCTBEHHOCTE,

- KTO MMEET IpaBa J0CTyIa K IEPCOHATBHBIM JaHHBIM;

= KaKMMHU MepaMHU ¥ CpejIcTBaMK 0becreunBaeTest 3alliTa MepcOHATLHEIX TaHHBIX;

- KaKHMH MCpaMH M CpelCTBaMH o00ecleYnBacTCs KOHTPOJb 3a COOJIKACHHEM
BBEJIEHHOr'0 peKuMa Oe30MacHOCTH.

Oprasu3aluOHHEIE MEPEI I0JIKHBI:

- OPEAyCMaTpUBaTh PErIaMeHT WH(QOPMAIHOHHBIX  OTHOINCHMMN, MCKJIIOYAOIINX
BO3MO)KHOCTE HECAHKIIMOHMPOBAHHBIX JEHCTBHI B OTHOIIEHHH 0OBEKTOB 3aIUTHI;

= OIpPEACIATh KOATHIIHOHHBIC H HEPAPXMYCCKUE NPHHIHMIBI H METObl pPa3TPaHHYCHHS
JIOCTYTIA K IEPCOHATIBHBIM JIAHHBIM;

- ONPEJENATL IOPAAOK paboTBl ¢ MPOTPaMMHO-MAaTEMATHYECKHMH H TEXHHYCCKHMHU
(armapaTHble) CpEeACTBAMH 3AIMTEI H KPHIITO3ALIMATSI M APYTUX 3alUTHEIX MEXAHU3MOE;

- OopraHu3oBaTh Mepel npotupogedcrBuss HCJ| mompzoBarenmsMm  Ha  ATamax
ayTeHTH(MKALMH, aBTOPH3AUNH, HACHTH(HKauuH, 00cCIEYMBAIOINX TapaHTHH DPealH3aliu
Tpae ¥ OTBETCTBEHHOCTH CYOBEKTOB MHHOOPMAIIMOHHBIX OTHOIIEHHIA.

Opranu3annoHHBIe MePhl TOKHEI COCTOSTh H3:

- OrpaHHYCHHA JOCTYNa B IOMELIEHUA, [JI€ PAcIONOXEeHb HHPOPMAaHOHHBIE CHCTEMBI
[EPCOHANBHBIX JaHHBIX H UX OTHE/IbHBIE 3JIeMEHTHI;

- IOpsiJIKa JIONyCKa COTPYJHHKOB K HCIIOJIb30BAHHIO PeCypcoB HH(OPMAIHOHHBIX
CHCTEM MEPCOHANBHBIX JaHHBIX CHOI'MY';

- periiaMeHTa IPOLECCOB BeAeHHS 0a3 JaHHBIX H OCYHISCTBICHHS MOJIW(DHKAIINH
HH(pOPMAIIHOHHBIX PECYPCOB;

- perilaMeHTa MmpoIeccoB 0OCIYKUBAHUS U OCYIIECTBICHHA MOJA(DUKALNN annaparHbiX
U IPOrpaMMHEIX PECYPCOB HH(GOPMAITHOHHEBIX CHCTEM NEPCOHATLHBIX JaHHBIX;

- HHCTPYKIIMHA [O/IB30BaTeNei MHPOPMALMOHHBIX CHUCTEM II€PCOHANBHBIX JIaHHBIX
(amMuHUCTpaTOpa, aAMHHHCTPATOPa 6e30IIaCHOCTH, OIIEPaTOpa);

7.4 ®dusznyeckue MepsI 3aITUTE]

®usuyeckue Mepbl 3alUTHl OCHOBAHLI HA MPUMEHEHHH PasHOro poja MeXaHUYeCKHX,
ONEKTPO- HJIH  3JIEKTPOHHO-MEXaHMYECKHX  YCTPONCTB M COOpY:KeHHMH, CIelHallbHO
IpEeIHAa3HauYeHHEIX JUIS  CO3/1aHusA  (PU3UYECKMX MNPENATCTBHH HAa  BO3MOJKHBIX  IYTAX
NPOHUKHOBEHHS M JIOCTYNA MMOTEHUHAILHBIX HApYIIMTENeH K KOMIIOHEHTaM CHCTEMBEI H
zamuaeMoi HHGoOpMaLHK, a TAKKe TeXHHYECKHX CPEJICTB BH3YAILHOIO HABIIIOICHHS, CBA3H U
OXpaHHOMH CHrHATN3AIIH.

Pusnyeckas 3ammra 37aHUR, TOMENIeHHH, OOBEKTOB W CpeACTB HH(pOpMaTH3aiuu
JIOJIPKHA OCYIIECTBIIATBCS IYTEM YCTAHOBIEHHS COOTBETCTRBYIONUIUX IIOCTOB OXPaHbL, C TOMOLILIO
TEXHHYECKHX CPEJCTB OXpaHbl WIH JIOOBIMU JPYrHMH crocoOaMu, MpeoTBpalalOLMMH HIIH
CYHIECTBEHHO 3aTpYIHAIOIHMHA [IPOHUKHOBCHHEC B 3JaHHE, [NOMCELICHHUA IMOCTOPOHHHX JIHIIL,
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XHIIEHHE  WH()OPMALMOHHBIX  HOCHTENCH, caMux CpEeICTB nHpopmaTUzalnm,
HCKIIOYAlOIMMH HaXO0X/ICHAE BHYTPH KOHTPOIHPYEeMO#l (OXpaHAeMoii) 30HBI TEXHHYECKHX
CPEZICTB Pa3Be/IKH.

7.5 AunapaTtHo-nporpamMmusie cpecTsa sauutsl [1/]n

Texnuyeckue (annaparHo-MPOrpaMMHBIE) Mephl 3al[UThl OCHOBAHBI HA UCIIOIB30BAHHHY
Pa3JInYHbIX 3IEKTPOHHBIX YCTPOHCTB U CHEMHANEHBIX IPOrpaMM, BXoasiux B cocras MCIT/In u
BEITIOJIHSIOIIAX (CAMOCTOATE/ILHO HIIH B KOMIUIEKCE ¢ APYTHMH cpeacTBaMu) GYHKINH 3allUThl
(uneHTH(uKaLKIO 1 ayTeHTH(hHUKAIMIO 1101530BaTENEd, pasTpaHMYeHye JOCTYNA K PEecypeaM,
PErHCTPALUIO COOBITHH, KpHITOrpaduYeckoe 3aKphITHe UHOPMAIIMH H T.11.).

C yuerom Bcex TpebGOBaHHI M HPHHIHIIOB obecriedends 6E30MaCHOCTH MEPCOHATbHBIX
JAHHBIX W MHpOPMAIMOHHBIX CHCTEMAX 10 BCEM HANpABICHHSAM 3allldThl B COCTAB CHCTEMbI
3QLUHTEI I0JKHBI ObITh BKIFOYEHbI CICAYIOIIHE CPEJICTRA:

- Cpe/icTBa MACHTH()HKAIMH (ONMO3HABAHWA) W ayTCHTHOUKAIMH (TOATBEPIKIACHHS
NOUTHHHOCTH) TO.Ib30BaTeNcH HHPOPMAUHOHHBIX CHCTEM EPCOHATBHBIX TAHHBIX;

= CPeICTBA pasrpaHHueHus JOCTYINA 3aperdCTPUPOBAHHBIX IOJB30BATEICH CHCTEMBI K
pecypcam HHGOPMALHOHHBIX CHCTEM IEPCOHATBHBIX HaHHbX CHOI MY ;

= CpesicTBa oOecneyeHns ¥ KOHTPOJIS 1IeOCTHOCTH MPOrPAMMHBIX H HH(BOPMALHOHHBIX
pecypcos;

- CPEJICTBA ONIEPATUBHOTO KOHTPOIIS M PETHCTPAIIHH COOBITHI De30MaCHOCTH;

- KpUnTorpaguyeckune cpeicTBa 3alUThl ICPCOHATBHBIX IaHHBIX.

Yeneunoe NpHMEHEHHE TEXHHYECKMX CPEJICTB 3alHThl HA OCHOBAHHH IIPEICTABICHHBIX
BBILIC IPHHIIAIIOB IPEAINOIAracT, 4YTO BBIMOJHEHHE TIePeYHCIeHHBIX HIKe TpeboBaHui
00ecreyeHo  OpraHU3alMOHHBIMH  (3AMMHHCTPATHBHEIMH) MEpPaMH H  HCIIOJIb3YeMbIMH
(GusngeckuMu cpecTBAMHU 3ALIHTHL

- oecredeHa (usnveckas HEIOCTHOCT: BCEX KOMIIOHEHT MH(OPMALMOHHBIX CHCTEM
MEePCOHANBHBIX JAHHBIX;

- K@i/Iblid COTPYAHUK (T0JIb30BATeNb) MIIM TPYIIA N0JB30BaTeeH MHPOPMAIMOHHBIX
CHCTEM TEPCOHANBHBIX JaHHBIX HMEET YHHUKANbHOE CHCTEMHOE MM H MHHHMAIBHO
HEOOXOHMBIEC [JIsl BLINOMHEHHA HM CBOMX (YHKIHOHANBHBIX OOS3aHHOCTEH IOJHOMOYHS [0
JOCTYITY K pecypcam CHCTEMBI;

- BCE  HU3MCHEHMS  KOHQUIYpalMH  TEXHHYECKHX M  IPOTPaMMHBIX  CPCICTB
HH(GOPMALHOHHBIX CHCTEM MEePCOHANBHBIX JAHHBIX MPOM3BOISTCS CTPOTO YCTAHOBIEHHBIM
HOPA/IKOM  (PETHCTPHPYIOTCS M KOHTPOIMPYIOTCSA) TONBKO HA OCHOBAHHM PACHOPSDKEHHUIA
pykoBojacTea Cubl’'MY;

- ceTeBoe 000pyHOBaHHE (KOHIEHTPATOPBL, KOMMYTAaTOPBI, MApIIPYTH3aTOPHI H T.II.)
pacrioniaracTcs B MeECTaX, HENOCTYNHBIX JUIS TMOCTOPOHHHX (CHEUHMANbHBIX MOMEIIEHHSAX,
mikahax, u T.11.).

- cnennamictamun - Cu6I'MY  ocymecTBisiercss  HempephIBHOE — YIIpaBleHHe  H
AIMUHHUCTPATHBHAS NOAJEPKKA QYHKIIUOHHPOBAHUS CPEICTB 3aLUTHL.

Hawanenuk otaena uaopmanmonsoro
00OCIyKMBaHUS U TEXHHYECKOTO 00ecIeueHus K.B. Bunkun



