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Beoaubie nososxxenus

1. BBenenue

Hommtnka wunpopmanmonnoit GesonacHocTu DenepanbHOe TrOCYIAaPCTBEHHOE BIOIKETHOE
00pa3oBaTeNIbHOE YUPEKACHHE BBICIIErO obpazoBanus «CubuUpCKuii rOCYapCTBEHHBIH MEIULMHCKH i
YHUBEPCUTET» MUHHCTEPCTBA 3/paBOOXpaHeHus  Poccuiickoil Denepauun (nanee — CubI'MY)
ONpEleIIeT UeNM M 3a4a4d CHCTEMBI OOecCIIeueHUs HH(MOPMALOHHON 6e30macHocTH (UB) wu
YCTaHABJIMBACT COBOKYIHOCTE MpaBuIl, TPeGOBAHUM M PYKOBOASIIMX OpuHUKNOB B oOnactu UB,
KOTOPBIMH pyKoBozcTBYeTcs Cu6I' MY B cBoei JEATEILHOCTH.

2. Hean

OcHoBHBIME LelsiMu nonuTHkn UB sSBsIoTes 3amuta nHopmanrn Cubl'MY u obecrneuenne
9 dexTHBHOI PaGOTHI IPH OCYIIECTBICHHH JMCATETIBHOCTH, YKa3aHHOH B ero YcTase.

Obmwee pykoBomcTBO obGecnevenuem KB OCYIIECTBIISICT NPOPEKTOP IO Pa3sBHTHIO-NEPBbIi
npopektop CubI'MVY. OrsercTBeHHOCTH 32 OpraHu3anulO MepoNnpuATHH mo obecnevyenuro UB u
KOHTPOJIb 3a coOmoneHueM tpeboBauuii UB HecéT HHXXCHEP M0 MH()OPMAIMOHHONW Ge30MacHOCTH
CubI'MYV.

Pykosomurenu crpykTypHbix noapasnenennit CubI'MY  orBeTcTBeHHBI 3a obecrevenue
BBITNOJIHEHHUs TpeboBanuii B B cBomx NoJIpa3iesieHUsIX.

Corpynnuxu Cu6I'MY 06s3aHbI co6mORaTE NOPANOK OOpalleHust ¢ KOH(HICHIHATbHbIMH
HOKYMEHTAMH, HOCHUTENAMH KIIOYEBOH wuHMOpMALHU u ApYroW 3amminaeMoit undopmaruei,
cobsmonaTe TpeGoBanus HacTosmet [ToTUTHKY 1 Ipyrux nokymenTos UB.

3. 3agaun

[lommTuka uHbOpMaUMOHHON 6ezomacHoCTH HalpaBji€Ha Ha 3allUTY HHPOPMALUOHHBIX
aKTHBOB OT yIpo3, MCXOASIIMX OT INPOTHBONPABHBIX AEHCTBHI 3JIOYMBIUUIEHHUKOB, YMEHBIIICHHE
PHUCKOB 1 CHI)KEHHE MOTCHLHMANBHOTO BPEaa OT aBapHii, HCTIPETHAMEPEHHBIX OLIUOOYHBIX JeHCTBHIL
lIepcoHalIa, TEXHUYECKUX COOEB, HEMPABUIILHBIX TEXHOJOTHUCCKHUX M OPraHU3allMOHHBIX PElICHUH B
npoueccax o0pabOTKH, mepenayd M XpaHeHHs MHPOpMALMU U  obecrevyeHue HOPMaJILHOTO
(GyHKUHOHUPOBAHUS TEXHOTOTHYECKIX IIPOLIECCOB.

HauOo b IMMH BO3MOKHOCTAMH IS HAHECEHHs yiepdba CubI'MY obnamaer cobcTBeHHbIIH
nepconan. JIeHCTBUS TepcoHana MOryT ObITh MOTHUBUPOBAHbI 3JIBIM  yMBICIIOM (IIPH  3TOM
3JIOyMBIIITIEHHUK MOXET HMMETh COOOIIHHKOB Kak BHYTpH, Tak u BHe CubI'MYVY), nu6o umers
HETIpeIHAMEPEHHBIH  OlMOO0YHEI XapakTep. Pruck aBapuil M TEXHUYECKMX COOEB ompejensercs
COCTOSIHUEM TEXHHUYECKOIO MapKa, HaAe>KHOCTBIO CHCTEM SHEPrOCHAOXKEHUS ¥ TEIEKOMMYHHKALIUA,
KBaTM(HKALKEH IEPCOHANIA M €70 CIOCOGHOCTDIO K AeKBATHBIM ACHCTBHUSM B HELUTATHOW CHUTYAL[HH.

PaspaboraHnas Ha ocHOBe [Iporuosa nonautuka UMb u B cooTBeTCcTBHU ¢ Hei IOCTPOEHHas!
cucrema ynpasienus Wb sensercs HambGonee npasuibHeM © 3G PEKTUBHBIM CrIOCOOOM MOOUTHCS
MHUHUMU3ALKUK pUCKOB Hapyutenus Wb st Cu6I'MY. Heo6xo0mumo YYUTBIBATh, YTO C TEYEHUEM
BPEMCHH  MCHSCTCSA  XapaKTep yIrpo3, HO3TOMY CleayeT CBOEBPEMEHHO, HCHOJIb3Ys JlaHHbIE
MOHHTOPHUHIA U ayaUTa, OOHOBJIATL MOAEIM YIPO3 HapyIIUTEIs.

Crparerus obecneuenus UB sakmovaercs B HUCIIOJIE30BaHUHU 3apaHee pa3spabOTaHHBIX Mep
NPOTUBOJICHCTBHSI  aTakaM  3JI0YMBIIUICHHUKOB, a4  TakoKe [POTPAMMHO-TEXHUYECKUX |
OPraHU3aLMOHHBIX PELIEHUH, IO3BOJSIOMIUX CBECTH K MHHHMYMY BO3MOHEIC MOTEPH OT
TCXHUYECCKUX aBapU U OIHUOOYHBIX NeHCTBUIL IepcoHaa.

3aja4aMu HACTOSIIEH MOIMTHKH SIBISIOTCS:



—OTMCAHHE OPraHM3aLUH  CHCTEMBI YNpaBICHUsS UHOOPMAUMOHHOM 6e30macHOCTbIO B
Cubl’'MVY;

—onpezenenue Ionutuk uHdopMalHOHHON 6E30MACHOCTH, 2 HMEHHO"

—ITonmTHKa peanu3anyuyu aHTHBHPYCHOH 3AIUTEHL;

—ITonuTHKa y4eTHBIX 3anucei;

—[lonutuka npenocraBienus gocTymna K MH(OPMaLKOHHOMY pecypcy;

~IlonuTHKa MCIIOIB30BaHUS APOJIEH;

—ITonuTtuka 3amuter APM;

~Tonmtrka KOHQHUAEHINATBHOTO NENONPOM3BOICTBA;

—~Omnpenenenue nopsaka conpoposxaenus UC Cu6I'MYV.

4. Ob6.1acTb gelicTBUs

Hactosimas [Monuruka pacnpoctpansiercs Ha Bce CTPYKTYpHBIC nofpasaeieuuss Cubl’' MY nu
oOsi3aTe/ibHa U1 UCTIONHEHNS] BCEMH €ro COTPYAHHKAMU M JOJDKHOCTHBIMH muuamu. Tlonoxkenus
HacTosiued IIONMTUKM TMPUMEHHMBI [JIS1  WCIOJB3OBAHHS  BO BHYTPEHHHUX HOPMATHUBHbIX W
METOAMYECKUX OKYMEHTaX, a TAK)Ke B 0TOBOPAX.

- Tepmunb! 1 onpenenenus

Aemomamusuposannas cucmema — CUCTEMa, COCTOSINAS U3 IICPCOHANIA ¥ KOMILIEKCA CPEICTB
aBTOMATH3alMK  €r0  NEATC/BbHOCTH, peanu3yromas HHGOPMALKMOHHYIO TEXHOJOTHIO BBIIOJIHEHHS
YCTAHOBJIEHHBIX (PYHKIHH.

Ananuz  pucka — CcHCTEMATMYeCKOE WCIIONb30BAHME HUHDOPMAIMK Ul OmpejeseH s
HUCTOYHHMKOB M OLEHKU PUCKA.

Ayoum ungopmayuonnoir 6esonacnocmu — npouece IIPOBEPKH BBINIOITHEHHUS YCTAHOBJIEHHBIX
TpeboBaHui Mo obecneueHu0 UHPOPMALMOHHON Oe30macHocTH. Mosker NPOBOAUTBECS KaK CaMUM
Cubl'MVYM (BHYTpeHHH# aymuT), Tak u ¢ [IPUBJICYCHUEM HE3aBHCHUMBIX BHEIIHHUX OpraHu3alui
(BHELIHMIT ayuT). Pe3ynbTaTsl MPOBEPKH IOKYMEHTAIBHO O(QOPMIISIOTCS CBUETENILCTBOM ay/IiTa.

Aymenmugpuxayus — npoBepka NPUHANICKHOCTH CYOBEKTY HOCTYNA NPEABABICHHOTO HM
WIEHTH(MKATOPA; MOATBEPKACHUE NOATMHEOCTH. Yare Bcero ayTEeHTU(QUKALMS BBITOIHSIETCS TyTeM
HabOpa I0JIb30BATENEM CBOETO NAPOJish Ha KIaBHAType KOMIIBIOTEDA.

Hocmyn k ungpopmayuu — BO3MOXHOCTS MOTyUEHUS UHPOPMALIUH U €€ MCIIOTb30BAHMUS.

3awpuyenneili kanan nepedavu OamHbX — JOTUYECKHE W (du3nyecKkue KaHalbl CETEBOIO
B3aUMOJCUCTBHUS, 3AUIMIIEHHBIE OT MPOCIYLIIMBAHHS MOTEHIIHUATbHBIMU 3JI0YMBILIJIEHHUKaMU
cpencTBaMu wH(poBanus JaHHBIX (cpeactBamMu VPN), mu6o nyTeM HUX (HU3UYECKOIt n3on;{uun 1
pasMeLICHHS Ha OXPAHAEMON TEPPUTOPHH.

Hoenmugpuramop oocmyna — yHuKanbHbIH TpU3HAK cyOBeKkTa nnu 0ObeKTa J0CTYTIA.

Hoenmugurxayuss — npucBoenue cyObeKTam AocTyna (TMOJAb30BaTENsAM, [IpOLEccaM) W
obwvexram goctyna (MH(OPMALMOHHBIM pecypcam, ycrpoiicTBam) wuaeHTtHdukatopa U (uin)
CPaBHEHHUE MPENBABIAEMOr0 HACHTU()HUKATOPA C TIEPEYHEM IPUCBOCHHBIX HUIEHTH(PUKATOPOB.

Hugpopmayus — 5T0 aKTUB, KOTOPBIH, T10106HO Apyrum akTuBam Cu6l MY, umeer ueHHocts u,
CJIEN0BATENBHO, IOJDKEH ObITh 3aUIMIIEH HAUIEKAIUM 06pa3oM.

Hugpopmayuonnasn bezonacrnocme - MEXaHHU3M 3alIUTHI, oOecrneyrBaronui
KOH(UAEHUNATBLHOCTD, EJIOCTHOCTh, JOCTYIHOCTD MHOQOPMALIUK;, COCTOSIHME  3alMIIEHHOCTH
HHPOPMaUMOHHEIX akTHBOB Cu6I'MYVY B ycmoBmsx Yrpo3 B HHpOpMauuoHHOM cepe. Yrpossl MOTyT
OBITH BBI3BAHBI HEMPEIHAMEPEHHBIMU OIIHOKAMH NepCoHana, HeNpaBUIbHEIM (YHKIIHOHUPOBAHHEM
TEXHUYECKUX CPEICTB, CTHXMUHBIMHU OCACTBUAMM MJIM aBapusMH (ITOXKap, HaBOJHEHME, OTKIIOYEHHE



3H€KTpOCH36)KCHI/ISI, HapyuieHnue TCHCKOMM}’HHK&HHOHHBIX KaHaJIOB H T.H.), Jmobo Hpel{HaMepeHHbIMI/I

S/IOYMBIMINEHHBIMU  IeHCTBUSIMY, TPHBOMSAIMMHE K HapyIIEeHHIO MH(DOPMALOHHBIX  AKTHBOR
CuoI'MYV.

CHCTEM JUISl pELICHUS YIIPABIEHYECKHX, YHCTHBIX, 00y4atOmKX U APYrux 3amay.

Hupopmayuonnvie mexnonosuy — IIPOLIECChI, METOMBI MOUCKa, cbopa, xpaHeHus, 06paborku,
IIPEAOCTaBIEHHUS, PACIIPOCTpaHEHH S HMHpOpPMALMH U cr1oco6L OCYLICCTBIICHUS TaKMX MPOLECCOB U
METOJ0B.

Hupopmayuonnvie axmuger — UH(pOPMauOHHbBIe CHCTEMBI, HHGOPMALMOHHDBIE CpeJcTBa,
HH(pOPMaLHOHHbIE peCypChI.

Hugpopmayuonnvie cpedcmea — IPOTPaMMHBIE, TeXHHYECKHe, JIMHIBUCTHYECKHE, MIPABOBBIE,
OPTraHM3aLMONHbBIC CPENCTBA (MPOrpaMMebl AU SJICKTPOHHBIX BBIYUCIHTEIBHBIX MalllH; CpejCcTBa
BBITMCIINTENILHOM TEXHUKH M CBSI3M; CJIOBapH, Te3aypychl wu KJIaCCU(PUKATOPBI; UHCTPYKUUH W
METOMHUKH; TIONOXKEHHUS, YCTaBBI, AOJDKHOCTHBIC WHCTPYKUMH; CXEMbl U X ONHMCAHMsA, Apyras
OKCILTyaTalMOHHAS M CONPOBOAMTENLHAS AOKYMCHTAIHS), HCIONB3YeMbIE MU co3/laBaeMble npu
IPOCKTHPOBAHNM HHPOPMAUHMOHHBIX CHCTEM 1 obecneunBaromnue ux 9KCILTyaTalHIo.

Hupopmayuonnwvie PECYPCbL — COBOKYIIHOCTD Comepskareiics B 6a3ax NMaHHBIX HHbOpMaLKH U
obecrnieunBaromux ee obpaboTky UH(pOpMaHOHHBIX TEXHOJIOTHIA.

Huyuoenm ungpopmayuonnon besonacnocmu — JCHCTBUTEINILHOE, NIpEANPHHUMAEMOE WK
BEPOATHOE HapyIeHHe HHPOPMAMOHHO] OesomnacHocTwy, NPUBOZISLIEE K HAPYIICHHUIO JAOCTYITHOCTH,
KOH(UIEHIMANBEHOCTH U LENOCTHOCTH MH(OPMaLHOHHBIX akTHBOB CHE[ MYV.

Hemounur: yeposur — HaMEpEHHE MIIM METOX, Hale/EHHbBIH Ha YMBIIUIEHHOE HCIIOJIb30BAHKE
YASBUMOCTH, JIHOO CHTyalHus uiim Metoq, KOTOpBIE MOTYT CllydaitHO MposBUTS YSI3BUMOCTb.

Konguoenyuanvnas ungopmayus  — uHpopmanus ¢ OTPaHHYEHHBIM  JIOCTYNOM, He
CONEpIKaLIas CBEACHUH, COCTaBISIOMMX TOCYIAPCTBENHYIO TaliHy, MocTym K KOTOPOH OrpaHHuYMBaeTCs
B COOTBETCTBHU C 3aKOHOAATENLCTBOM PoccHiickoi Denepanyu.

Konghuoenyuanvrnocme — N0CTYN K MHGOPMAaLKK TOTBEKO ABTOPU30BAHHBIX IMOJIL30BATENEH.

Kpumuunas ungpopmayus — HHbOpMaIMs, Hapymenue AOCTYITHOCTH, UENOCTHOCTH, JHOO
KOH(GH IeHIMANBHOCTH KOTOPOH, MOXET OKa3aTh HeraTHBHOE BIIMSHAE HAa (YHKUMOHMpPOBaHMe

oApasnenennin CubI'MY, npusectn K ipuanEeHnio Cu6I'MY  marepuansuoro wiy HHOIO BHza

Jlokanenas  evrvuciumenvuas cemv  (/IBC) — rpymmna OBM, a Taxxke nepudepuiinoe
0bopynoBaHue, 06BeIUHEHHDIE OIHUM  MJIH HECKONBKAMM aBTOHOMHBIMH BBICOKOCKOPOCTHBIMH

nponeccer CubI'MY, undopmanmonusie yenyru Cu6I'MY u np.
Hecanxyuonuposanmnwii docmyn i ungopmayuu (HC) — AoCTyn  x  uHbopmaruw,
HapymatOmui npaBuiIa pasrpaHuYeHus YPOBHEH MOJIHOMOYMI] I10J1b30BaTEJIEH.
Obpabomra pucka — ipouece Beibopa u ocymecTBacHus Mep 10 MO (UKALHHK pUCKa.
Ocmamounwiit pucrk — PHCK, ocTaroumiics nocie o6padotin pucka.



Honumura unpopmayuonnoii 6ezonacrocmy — KOMIUIEKC B3aUMOYBSA3aHHBIX PYKOBOJSIIMX
MPUHLAIIOB M Pa3pabOTAHHBIX HA X OCHOBE MPABHI, MPOUENYp ¥ NPAKTHYECKUX TIPUEMOB, TIPHHSITHIX
B YUPSXKIEHUM 1715 0OeCTieueH s ero nHpopMaHoOHHON Oe3omacHocTH.

Ionvzoeamenv JIBC — cotpymuuk Cu6lMY (LUTaTHBIA, BpeMEeHHHbIH, paboraromuii  no
KOHTPaKTy H T.IL.), @ TaK)XXe MPOYHE JTUIa (moapsTIMKH, ay uTOpBl U T.Il.), 3aPErHCTPUPOBAHHBIN B
CCTH B yCTAaHOBJICHHOM TIOPSI/IKE U MOJIYYUBINME IpaBa Ha AOCTYII K pecypcam CeTH B COOTBETCTBUH CO
CBOUMHM (DYHKIHOHAIBHBIMH 00S3aHHOCTSIMH.

[Ipunsimue pucka — pelieHye MPUHSTE PHCK.

[Ipoepammnoe obecnevenue — COBOKYIHOCTb TPHKIA[AHBIX NPOIPAMM, YCTAHOBCHHBIX Ha
cepsepe i DBM.

Pabouas cmanyus — nepconasbHbIi KOMIIBIOTEp, Ha KOTOPOM MOJIB30BATENb CETH BBINOJHSCT
CBOH CIIy)KE€OHBIE 00S3aHHOCTH. , .

Pecucmpayuonnas (yvemnas) sanuce nonszosamens — BKIIIOYAET B ceOsl UMS 10JIb30BaTENS.
Perucrpanuonnas 3amuce  cosmaercs aIMUHHCTPATOPOM IIPH  PErHCTPALMM  [I0JB30BATEls B
ONCPALMOHHON CHCTEME KOMIBIOTEpa, B cucTteMe CH6IMY 0azaMM JaHHBIX, B CETEBBIX JOMEHax,
NPUIOKEHUAX U T.0. OHa TakKe MOXKET COmepIKaTh TaKHe CBEACHHUS O mnoJjb3osarene, kak ©.U.0..
HaszBaHuE noApasneaeHus, tenedonsl, E-mail u T.11.

Ponb — COBOKYIHOCT MONHOMOYHE K [PUBHJIETUH Ha JOCTYI K HH(OPMALHOHHOMY pecypcy,
HEOOXOMMBIX JUIsl BBIIOIHEHHS MIOIb30BATEIEM ONPENENCHHBIX QYHKUHOHAIBHBIX 0OS3aHHOCTEH.

Cpedcmea kpunmozpaghuueckoii 3auwumel uHGopmayuu — cpeacTsa wrdpoBanus, cpeacrsa
S/ICKTPOHHOH TOAIMCH, CPEJICTBA KOAMPOBAHMS, CPCACTBA M3TOTOBJICHHS KIIOYEBHIX JOKYMEHTOB
(HE3aBUCHMO OT BHJA HOCHTENS KIHOUEBOM HHOOPMAIMH), KITFOUeBbIe JMOKYMEHTbI (HE3aBHUCHMO OT
BHJ1a HOCHTEJIS KJIFOYEBOH HH(OpMaImn).

Veposuvr ungpopmayuonnviv oannvim — MOTCHIMANEHO CYIIECTBYIOMAS ONACHOCTh CIIyYaHOrO
WK [peIHAMEPEHHOr0  Pa3spyIICHHs, HECAHKLMOHHPOBAHHOTO [OJTYYEHHUST WM  MOIupHUKALUK
JaHHBIX, OOYCJIOBNEHHAs CTPYKTYPOH CHCTEMbI 00paboTKH, a TaKKe YCIIOBUSIMH  00pabOTKH U
XPaHCHHA NAHHBIX, T.€. 3TO MOTEHUHMAIbHAS BO3MOXKHOCTh MCTOYHMKA YIPO3 YCIIEIIHO BBISIBUTH
ONPECIIEHHYIO YSI3BUMOCTh CUCTEMBI.

Vnpasnenue  ungpopmayuonnoii  6ezonacnocmvio  — COBOKYIIHOCTb  LI€JICHAIPABJICHHBIX
AEHCTBUH, OCYIIECTBIISIEMBIX B PAMKaX MOTUTHKA MHPOPMALHOHHOM 6e30TIacHOCTH B YCIIOBUSIX yIpo3
B MH(OPMaLMOHHOI cepe, BKIIOYAOMAsL B cebs OLEHKY cocTostus obbsekta CHOI'MY (Hanpumep,
oueHky u Cu6I'MY puckamn), BBIOOD YNPaBIISIFOMIUX BO3AEHCTBHHA U HX peanusanuio (jaHupoBaHue,
BHE/IPEHHE 1 00CIIy)KUBaHHE 3ALHTHEIX Mep).

Vaseumocmy — HemoCTaTKN Wik cnabble MecTa MH()OPMALOHHBIX aKTHBOB, KOTOpBIE MOTYT
[IPHBECTH K HapyLIEHHIO HHPOPMALHMOHHON Oe3onacHocTu CuGl'MY OpH peaiM3aluu yrpo3 B
nH(pOpMaLIOHHOM cepe.

Lenocmnocmos ungpopmayuu — cocrosuue SAIMINCHHOCTH HH(OPMANMK, XapakTepusyemoe
cnocobHocThI0 AC 0becreunBaTh COXpaHHOCTD HEH3MEHHOCTh KOHQUIEHIHATBHOH uHpOpMAaLUy
1IpH IIOTILITKAX HECAaHKUMOHMPOBAHHBIX MIIH.CIIYyYallHBIX BO3IEHCTBHI Ha Hee B npouecce 00paboTku
UM XpaHEHUs.

OBM — 31eKTpOHHAs - BEIYHCIUTEIbHAS MallfHa, NEPCOHANBHbIA KOMIIBIOTED.

Onexmponnas yupposas noonuce — PCKBH3HUT SJIEKTPOHHOTO JOKYMEHTA, MpeAHA3HAYEHH bl
AUL 3QIIMTBL  5JIEKTPOHHOTO  JOKYMEHTAa  OT  MOIZIENIKH, NONyYCHHBIA B pesyibTaTe
KpUNTOrpau4eckoro  mpeodpasoBaHus MHQOPMALIMH ¢ HCIIONb30BAHUEM 3aKPBITOTO  KIIIOYa
BJIEKTPOHHON LU(POBOH MOANUCH U TIO3BOJISIOIIHL HICHTUQUIHPOBATH BIafeIbla KII0Ya HOANUCH, a
TaIOKE yCTAaHOBUTH OTCYTCTBHE MCKaXEHUs MHPOPMALHH B BJIEKTPOHHOM JIOKYMEHTE.



6. Ob6o3Ha4ueHus u cokpamenus

APM — ABromarusupoBanHoe pabouee mecTo.

AC — ABTOMAaTH3HMpOBaHHAS CHCTEMA.

b/l — Baza nannbIx.

31 — 3amura nndopmarmm.

Wb — Mndopmannonnas 6e300acHocTs.

MC — Mudopmauronnas cucrema.

NUTC - I/IH(bOpMaHI/IOHHO-TeHeKOMMyHHKaHHOHHaﬂ cUcTeMa.
K3 — KonTtponupyemast 30mua.

MD — MexceTeBoit skpaH.

HCJI — Hecankunonuposauusrii IOCTYII.

OC — Onepaunonnas cucrema.

1B — TTonutuku 6e3onacuocTy.

11O — ITporpammuoe obecrieuenue.

CBT — Cpencrsa BLIMHCITHTETLHON TEXHUKIL

C3M — CpencTBo 3amuTsI uH(pOPMaLH.

CK3MU - Cpenctro KPUOTOrpauIecKoi 3auThl HHbopMaLuu.
CIIJI — Cucrema Tepeayn JaHHbBIX.

CVYB]] - Cucrema CubI'MY 6azamu JIAHHBIX.

CYUB - Cucrema Cu6I'MY MH()OPMALHOHHOH 6e30macHoCThIO.
COM — Cucrema 51€KTpOHHOTO JOKYMEHTO060pOTA.

O9BM — DnekTpoHHas - BEIMUCIUTETbHAS MallKHa, NEPCOHATBHbBIH KOMIIBIOTED.
OUIT — Dnextponuas wudposas mommucs.

Xy Hasnauenne monruxu MHpOPMALHOHHOKH Ge30macHoCTH

Homntukyn uHOpMaLHOHHON 6e30macHoCTH CubI'MY — 510 coBoxymHOCTS HODPM, MpaBU U
IPAKTHYECKIX  PEKOMEHJALMH, Ha KOTOPBIX CTPOUTCS CubI'MY, sammura u pacnpeneiienue
HH(pOpMaLKK B YpaBIeHuu.

Hox  momurukamu  GesomacHocTM  moHMMaeTcs COBOKYNHOCTh  JOKYMEHTHPOBAHHBIX
YNPaBJICHYCCKUX PEIICHHH, HANPABICHHBIX HA 3ALIUTY MHGOPMaLMM U acCOLMMPOBAHHBIX C Hel
pecypcos.

Homutnkn  unpopmauronnoit  GesomacHocTH oTHOCKTCS K aJIMHHHCTPATHBHBIM Mepam
obecnieuenus HHPOPMALMOHHON GE30MACHOCTH 1 onpenenstoT crpareruro Cubl'MYVY B o61actu UB.

[onutukn uHOPMaUHOHHONH Ge30macHOCTH (manee, T15) pernamenTHpyIOT sdexrrBHyIO
pabory cpencts 3amuTel uHdOpMarmu. OHp OXBATBIBAIOT BCE OCOOCHHOCTM Tpouecca 06paGoTKy
uHpopmanuu, onpenenss nosenenne UC u ee TOJIB30BATEICH B PA3/IMUHBIX CUTyaunusix. [lonuTuku
MHPOPMALMOHHON Ge30macHoCTH PEATM3YIOTCSL [TOCPEICTBOM aﬂMHHHCTpaTHBHO-opraHp13éuH0HH1>1x
Mep, (QH3MYECKHX U NPOrpaMMHO-TEXHHUECKHX CPEACTB M ONPEACNSET APXUTEKTYPY CHCTEMbI
3aLUTBHI.

Bce nokymenrtanpao 0pOpMIIEHHBIE peLIeHuS, bopmupyrone TTOMUTHKH, AOMKHBI OBITH
YTBEPXKACHBI pekTopom CubI' MV,

8. OcHoBHbIe npuHUUNBI 06ecnevenns UG

OCHOBHBIMU IpuHIUIaMu obecrieyenus UB ssisrorcs CIEeyIOLIHE:

—llocTosHHBIN U BcecTOpoHHMH anamn3 HH(pOpMaLMoHHOro nmpoctpanctea Cubl’MY ¢ LEJIBIO
BBISIBJICHUS ySI3BUMOCTEH MH(POPMALMOHHBIX AKTHROR,



—CBoeBpeMeHHOEe OOHapyXeHHe MpoOJieM, MOTEHIHMANbHO CIOCOOHBIX MoBUsATE Ha Kb
CubI'MY, KOppeKTHpOBKa MOAEJIEN YIrpO3 K HAPYIIUTEIIS.

—Pa3pa60T1<a A BHEJPEHHE 3alUUTHBIX MEP, AACKBATHBIX XapaKTEPy BBIABICHHLIX YyI'po3, C
y4eTOM 3aTpar Ha MX peanusanuio. IIpu 5ToM Mepwl, npuHuMaemble i odecnevenus Wb, ne
JIOJKHBI YCJIOKHSTE TOCTIOKeHUE ycTaBHbIX Henedd CublI'MY, a Takke MmoBbIIATE TPYI0EMKOCTD
TEXHOJIOTHYECKHX TPOLECCOB 00paboTKU HHPOPMALIUH.

~KonTtponb 3 HeKTHBHOCTH IPUHUMAEMBIX 3aLIMTHBIX MEP.

~Ilepconndukanus U aJeKBaTHOE Pa3IENEHUE POJIEH U OTBETCTBEHHOCTH MEX/LY COTPY/IHHKaMH

CubI’'MVY, wucxoas u3 TPUHIMIA [EPCOHATBHON M EIUHOIMYHONW OTBETCTBEHHOCTH 3a
coBeplIaeMble ONepaluu.

9. Coorsercraue I1b geiicTByomemy 3aK0HOAATENbLCTBY

[IpaBOBYIO OCHOBY IOJMTHUK COCTaBIAIOT 3aKoHbl Poccuiickoir Pexepaunu u Apyrue
3aKOHO/IATE/IbHBIE AKTBI, OMPEICISIFOIIME TpaBa M OTBETCTBEHHOCTb TI'paK/IaH, COTPYIAHUKOB H
rocygapctea B cdepe Oe30macHOCTH, a TaKKe HOPMATHBHBIC, OTPACICBbIC M BEAOMCTBEHHBIC
JIOKYMEHTBI, 10 BOIIpocaM 0e30MmacHOCTH HHPOPMALIMH, YTBEPKIECHHBIE OPraHaMu rOCy1apCTBEHHOTO
YIIpaBJIeHUs Pa3IMYHOIO YPOBHS B Ipe/eax uX KOMICTCHIUH.

10. OTBETCTBEHHOCTH 3a peajiu3aluiio MNOJHTHK m{(bopmauuomioﬁ 0e30MmacHOCTH

OTBETCTBEHHOCTD 3a Pa3pabOTKy Mep W KOHTPOJIb 0OeCHedeHUs 3auThl HHPOPMALUK HECET
uikeHep 1o uHdpopMannonHoi 6ezonacuoct CudblI' MY.

OTBETCTBEHHOCTh 3a pealn3alli0 TOJUTUK BO3JaraeTcs Ha HavyallbHHKAa  OTAena
1H(OPMALIMOHHOTO 0OCTYKUBAHUS U TexHMueckoro obecreuenns Cu6l MY .

11. [MopsgoK MOArOTOBKH MEPCOHAIA MO BONPOCaM HHGOPMAUMOHHON 0e30MaCHOCTH U
J0IIyCcKa ero K pabore

Opranusanust 00ydenus cotpyanukos Cu6l' MV B obnactn nH(pOopMaMOHHON Oe301acHOCTH
BO3NmaraeTcs Ha HEXKeHepa 1o uHpopMmauuoHHOW OesomacHocTH. [loanucu COTpyaHHKOB 00
O3HAKOMJIEHMH 3aHocsaTcs B, «OKypHan mMpoBeleHHS HMHCTPyKTaxa 110  HMH(OPMAIMOHHOH
GeszonacHoctiy. O6ydenue cotpyarunkoB CubI'MVY mpaBunam obpaiienus ¢ KOHPUICHIMATBHOH
uH(popMalyeil, TIPOBOJUTCS TYTEM:

—[POBEAEHUS] HHCTPYKTHBHBIX 3aHATHH C COTPYIHUKAMH, TPUHUMAEMBIMU Ha paboty B Cubl'MYV;
—CaMOCTOSTENBHOTO H3yUEHHs COTPYAHUKAMHA BHYTPEHHUX HOPMATHBHBIX 0KymMeHTOB CHOI'MY.

Jlomyck nepcoHana K paboTe C 3allMIIAEMbIMH UHPOPMALMOHHBIMH pECypcamu CuolI'MVY
OCYIIECTBJISETCS TOJBKO IOC/IE €r0 O3HAKOMIIEHHMs C HACTOSIIMMH TOJUTHKAMM, & TaK )K€ MHBIMH
MHCTPYKIMSMU TIOJb30BaTelell OTACTBHBIX MHOPMANMOHHBIX cucteMm. Coriacue Ha CoOmoleHue
npasuil 1 TpeGOBAHHI HACTOSIIMX TOTUTHK MOATBEPYKIAETCS MOANMCAMHA COTPYAHUKOB B KypHaie
[POBEIEHHS MHCTPYKTAXKA M0 MHPOPMALMOHHOH O€30MacHOCTHY .

12. 3amumaemMbie HHGopMauuoHHbie pecypebl Cnol'MY

Pa3nuyaroTcsl ClAeAyIoUIne KaTeropud MHGOPMALMOHHBIX PECYpPCOB, TOUICKAIIMX 3aLIUTE B
CuoI'MV:

Konguoenyuanvnas — vH)OpMAaNKs, onpeneienHas B coorBetcTBrr ¢ Desiepanbibiv 3aKOHOM
or 27.07.2006r. Nel49-®3 «O6 wundpopmauuud, HHGOPMAUMOHHBIX TEXHOJIOTHUAX W O 3aUIMTE
unopmamumny, O3 ot 27.07.2006 r. Ne152-®3 «O nepcoHaIbHbIX NAaHHBIXY, YKa30M Npe3n/ICHTa P®
or 06.03.1997 Nel88 «OO6 yTBepKIeHMH MepeuHs CBeJeHHH KOH(UIAECHIMAIBHOTO XapakTepay,



nocTaHoBieHHeM mpaButensctBa PO ot 17.11.2007 r. No 781 «O6 yrBepsknenuu [losoxenus o6
obecrieyeHnn O€30MACHOCTH MEPCOHAIBHBIX JAHHBIX HPH HX 00paboTke B HMHPOPMAMOHHBIX
cucTeMax MNEepCOHAbHBIX NAaHHBIX», MpeaycMoTpeHHas llepeunem cBenenuit KOH(HUIEHIHATLHOTO
Xapaxrepa.

[lybnuunan — unpopmanus, nojiydyaeMas U3 MyOIMYHBIX MUCTOUYHHKOB (my6nukanuu B CMU,
TeNe W pagMoBemlaHue U T.J.). WMudopmaius, npeaHasHaueHHas Ajs Pa3MENICHHsST HA BHELIHUX
MyOJIMYHBIX pecypeax;

Omipeimas. — nHpOpPMaNHs, TOTyYeHHas: OT GUMUECKHX MM IOPHAMYCCKUX JIMLL, 3allpeT Ha
pacnipocTpanenne u  00paboTKky KoTOpoH ObL1  uMH oduumanbHO cHAT.  Undopmaums,
chopmMupoBaHHas B pesyibrare gAestenbHocTH  Cu6IMY, KOTOPYIO 3alpeuieHO0 OTHOCHUTH
KOH(HICHIMAIBHON HAa OCHOBAHWM 3aKOHOJATeNbCTBA Poccunm. Mudopmaums, npencrasisemas B
MyOHYHBIA JOCTYI, HCTIONB3yeMast B XO39HCTBEHHOM esTensHocT Cubl MY ;

Oepanudennozo docmyna — iHGOPMANHS, HE NONAAIOIAs TI0Jl OCTATBHbIE KATErOPHH, A0CTYII
K KOTOPOH OJKEH ObITh OTPAaHUYEH ONpPE/IeICHHOW KaTeErOPUH JIHLL.

Homxomer K perennto mpobneMsl 3amuTel HHPOPMAUMKH B YNpaBieHWH, B OOLIEM BH/E,
CBOIATCA K HCKIIIOYCHHIO HENPABOMEPHBIX MM HEOCTOPOXKHBIX NEHCTBUH CO CBENCHHSIMH,
OTHOCSILUMMAUCS K MH(POPMAUKMK OrpaHMHYEHHOTO PAaCIpPOCTPAHEHHS, a TaKXkKe ¢ HHPOPMALMOHHBIMU

pecypcamu, SBISIOMAMHUCA KPUTHYHBIMH JUlst  oOecnedeHds (GYHKUHOHHPOBAHHUsS MPOLECCOB
CubI'MYV.

Jlist 5TOro B YipaBneHuH BBINONHSIOTCS CIIELYIOMINE MEPOTIPUSITHS:

—ONpeeNsAeTCs MOPSAOK paboThl € [AOKYMEHTAMH, COJEPKAIMMH KOH(UICHIHATBHBIE
CBEJICHUS;
—YCTaHABIMBACTCSI KPYT JIMII U MOPAAOK AOCTYTA K MOA00HON MH(OPMALIMH;

—Bblpa6aTI>IBa}OTC$I MEPBI MO KOHTPOJXO o6pameﬂm C JOKYMEHTaMH, COACpKALLUMHU
KOHq)I/IIICHI_[I/Ia_I]b’HbIG CBCACHMUS;

13. Opranusanusa cucrems! ynpasienus Ub

Cucrema  ynpasnenus — uHdOpMauUMoHHOH  Gesomacmoctn  Cu6I'MY  (CYUB) -
MpeAHa3sHAYEeHHAs JUIS CO3[aHMsl, PealTM3allu, SKCIUTyaTallui, MOHUTOPHHTA, aHAIN3a, TIOANEPKKU U
noBblIeHHs HH(OpMalMOHHOM 6e3omacHocTu Cubl’'MYVY.
Hnst  yenemHoro  ¢ynxkuuonupoBanuss CYUB Cu6I'MY  nomkHbl OBITH  peaaM3OBaHBI
CJeyIOLIHE TTPOLIECCHI:
—omnpezeneHue u yrounenue odnactu aericteus CYUD u Beibop moaxona k ouenke pruckos UB.
—omnpe/eieHue u yrounenue obnactu aehcteus CYUB n0/DKHO OCYIECTBISTHECS HA OCHOBE
pe3yNbTaTOB OLECHKH PHUCKOB, CBSI3aHHBIX C OCHOBHOH aesitesbHOCTEIO Cubl'MYVY, a
TaKKe OLIEHKH NIPAaBOBBIX PUCKOB AesaTebHOCTH Cubl MYV

—aHamm3 U oleHka puckos Vb, Bapuantel 06paboTku puckoB UB mist Haubosiee KPUTHUHBIX
MH(OPMALMOHHBIX aKTHBOB.

—BBIGOP M yTouHeHne neneil UB M 3amuTHBIX MEp M MX ODOCHOBAHHE JUIsi MHHUMH3ALMU

puckoB Ub.

—NpPUHATHE  PYKOBOJACTBOM  OCTaTOYHBIX PHCKOB UM  pEUIEHHsT O peaqu3aludd W

skcrtyatanuu/copepuencTsoBanun CYUB. Ocrarounsie pucku Wb nomkHbl GbITH
COOTHECEHBI C puckamu aedrenbHocTH Cubl'MY, U OULEHEHO WX BIHAHHUE Ha
JNOCTHIKEHUE LNl AESITEIbHOCTH. '



14. Peanmuzanus cucremb! ynpanjienus Ub

B cucreme ynpasiienuns b nomkHe! ObITE peann30BaHbl ClEAYOUIME TPOLECCHI:

—pa3zpaboTka 1uiasa obpadotku puckos Ub;

—peanusauus 1aHa obpabotku puckoB Mb u peanmsanus 3ammTHBIX Mep, yHpaBlieHHE
pabotaMu M pecypcaMu, CBsI3aHHbIMU ¢ peanusauueir CYUB;

—peanu3alus mporpaMm 1o o0y4eHHIo u ocBegomiiennoctu Ub;

—o0OHapy’XeHue U pearnpoBaHle Ha HHIUJACHTHI OE30TIaCHOCTH;

—00ecredyeHre HEMPEPBIBHOCTH JAEATENLHOCTH U BOCCTAHOBIICHHSI [IOCIIE TTPEPHIBAHMIA.
15. MeToabl OLlEHUBAHHSA HH()OPMALHOHHBIX PHCKOB

Ouenka wuHpopmauuonselx puckoB CubI'MY BreimonHsETCS MO CHEAYIOUMM OCHOBHBIM
JTanam:

—MIeHTUQUKALMA M KOIMYECTBEHHAs OLEHKAa MHMOPMALHOHHBIX PECYPCOB, 3HAUMMBIX JUIS

pabotsl Cudbl'MYVY;

—OLIEHUBAHUE BO3MOYKHBIX YTPO3;

—OLICHUBaHHUE CYUIECTBYIOUINX YSI3BUMOCTEH;

—OlleHUBaHHUe 3P PEKTUBHOCTH CPEJACTB 0OeCneYeH ] HH(POPMALIMOHHOM OE30IIaCHOCTH.

[Ipeamnonaraercs, 4Yro 3HA4YMMBIE YSI3BMMble HH(pOpPMaIUMOHHBIE pecypchl  Cubl'MY
IIOJBEPralOTCs PUCKY, €CIIM 110 OTHOLIEHUIO K HUM CYILECTBYIOT KaKHe-TMOO YyIPO3bl.

[Tpu 5TOM MHPOPMALIMOHHBIE PUCKH 3aBUCST OT:

—TioKa3aresel IeHHOCTH HHOPMALHOHHBIX PECypPCOB;

—BEPOSTHOCTH peaM3aliu yrpo3 sl peCypcoB;

-3¢ (HeKTUBHOCTU CYIIECTBYIOLIMNX WU IUTAaHUPYEMBIX CpeacTB obecrieueHus

HH(}OpPMALMOHHOM 0€30MacCHOCTH.

Llesib oLleHMBAHUS PUCKOB COCTOMT B ONPEAENIEHUH XapaKTePUCTHK PUCKOB MHPOPMALMOHHON
CHCTEMbI U €€ pecypcoB. B pesynbraTe OLIEHKM PUCKOB CTAHOBUTCSI BOBMOXHBIM BbIOpaTh CpelcTBa,
o0ecreunBaroIIMe JKeTaeMblil yPOBEHb HH(POPMALMOHHON 6€3011aCHOCTH OpraHH3aLUH.

[Ipu oOLEHUBaHUKM PHUCKOB YUYUTBIBAIOTCSA: UEHHOCTb PECYpPCOB, 3HAYUMOCTB YIrpo3 WU
ysI3BUMOCTeH, 9 (PEKTUBHOCTD CYHIECTBYIOIIUX U IJIAHUPYEMBIX cpeacTB 3amuThl. CaMu nokasareiu
pecypcoB, 3HAYMMOCTH Yrpo3 M YS3BUMOCTeH, 3((EKTHBHOCTH CPEJCTB 3alUUTBl MOTYT OBIThH
onpejiefieHbl KaK KOJMYECTBEHHBIMM METOJAMH, HalpuMmep, TMpPU ONPEJeICHHH CTOMMOCTHBIX
XapaKTepUCTHK, TaK M Ka4eCTBEHHBIMM, HAlPUMEP YUUTHIBAIOIIMMHU INTATHBIE WM YPE3BBIYANHO
OIlaCHbIC HEUITATHBIE BO3AEHCTBUS BHEIIHEN CPEIBI.

B03M0OXXHOCTh pealM3aldy yrpo3bl OLEHUBAETCS BEPOSATHOCTBIO €€ peau3alud B TeueHHE
3a/IaHHOTO OTPe3Ka BPEMEHHU Uil HEKOToporo pecypca Cubl'MY.

[Ipy 5TOM BEPOSATHOCTH TOTO, YTO Yrpo3a peau3yeTcsi, OMPEACNSICTCS CJIeAYIOUUMU
OCHOBHBIMM MOKa3aTeJISIMU:

—TPUBJIEKATENIBHOCTBIO Pecypca, UCHOJIb3YETCs MPH PACCMOTPEHUM YIPO3bl OT YMBILIEHHOIO

BO3JICHCTBUS CO CTOPOHBI YEJIOBEKA;
—BO3MOYKHOCTBIO MCIIOJIB30BAHMS Pecypca IS MOJIy4deHUs 10XOJa, TaKKe UCIOJb3yeTCs NpU
PacCMOTPEHHUH YIPO3bl OT YMBILIUICHHOTO BO3JEHCTBUS CO CTOPOHBI YENIOBEKA;
—TEXHUYECKHUMH BO3MOXKHOCTSMM peaJM3allii YIpO3bl, MCIOJB3YETCS MPH YMBILUIEHHOM
BO3/IEHCTBHH CO CTOPOHBI UEJIOBEKA,

—CTEIEHBIO JICI'KOCTH, C KOTOpOﬁ YA3BUMOCTb MOKET OBITH HCIOJIB30BAHA.



16. TlosmMTHKA MpexOCTABJIEHHS A0CTYNA K HHYOPMALMOHHOMY pecypcy

Hacroamas IlonmuTuka omnpenensieT OCHOBHBIE TIpaBWIa MPEIOCTABJICHUS COTPYHMKAM
JI0CTyNa K 3allMIaeMbIM UHQOpMaAMOHHBIM pecypcam Cuol MY,

K paboTte ¢ MHPOpPMALMOHHBIM PECYpCOM JOMYCKAIOTCS IOJIL30BATENIN, O3HAKOMJIEHHBIE C
npaBuIaMi paboThl ¢ HHMOPMALMOHHBIM PECYPCOM M OTBETCTBEHHOCTBIO 3a MX HapylEHHE, a TAKXKe
HACTOSILIEN ITOJIMTHKOM.

Kaxnomy corpyauuky Cubl’' MY, nomymeHHOMY K paboTe ¢ KOHKPETHBIM HH()OPMAUHOHHBIM
pecypcom, JI0JDKHO OBITh COINOCTaBJIEHO [EPCOHATBHOE YHHUKAIbHOE HMs (ydeTHas 3aluch
110JIL30BATENS ), II0J KOTOPBIM OH OyZeT perucTpupoBathes U paborats B VIC.

B cinyyae HEOOXOMMMOCTH HEKOTOPBIM COTPYIHHKAaM MOTYT OBITh COTIOCTABJIEHBI HECKOJBKO
YHUKAJIbHBIX MMEH (YYETHBIX 3amuceit). Mcnosnp3oBanue HECKOIBKUMHU COTPYAHHKAMH TPU paboTe B
VYnpaBneHHH OJHOTO M TOTO JK€ UMEHH MOJIb30BaTeNs («rpymnmoBoro umenny) 3AIIPEILEHO.

17. TMoamTHKa 3amUTHLI APM

Bo Bpems paboTel ¢ KOHGUICHUMANTBHOW HWHOpMaNMEd [O/DKEH TNPeAOTBpAIAThCs ee
NPOCMOTP HE JOMYLIEHHBIMU K HEH JTUIAMH.

ITpn mob6oM ocTtaBneHuu padbouero mecta, pabodyas CTaHIHUS JOJDKHA OBITH 3a0JIOKMPOBAHA,
ChEMHBIE MaUIMHHBIC HOCHTENM, COJEpKallie KOHQHACHIMATbHYIO HHPOPMAIHUIO, 3anepThl B
MOMEIIEHNH, KAy WK SLIHKE CTONA UK B cede.

Hoctyn k wuHGOpPMAUMU IPEJOCTaBIAETCS TOJNBKO JIMIAM, HMMEIOUIUM O0OOCHOBAHHYIO
HEO0OXO0IMMOCTh B PAOOTE C 3TUMM NAHHBIMU JIJISI BBIMOJHEHHUS CBOUX JODKHOCTHBIX 00S3aHHOCTE.

[lonp3oBaTenssM  3ampelnaercss:  yCTAaHaBJIMBAaTh  HEABTOPU30BAaHHBIC  IMpPOTrpaMMBI  Ha
KOMITBIOTEPBI.

Kondurypanus mporpaMm Ha KOMIBIOTEpaxX JOJDKHA MPOBEPSTHCS €KEMECSIYHO HA TPEaAMET
BBISIBJICHUS] YCTAHOBKU HEABTOPHU30BAHHBIX MPOTPaMM.

Texnuyeckoe 00CIy)KMBAaHHE NOJDKHO OCYIIECTBIISATHCS TOJIBKO HA OCHOBAHHH OOpalleHuUs
MO0JIb30BATENS.

JloxasibHOE TEXHUYeCKOe OOCIy>KMBaHUE JOJDKHO OCYIIECTBISITHCS TOJBKO B JIMYHOM
MPUCYTCTBHUH TOJI30BATES.

JlucTaHIIMOHHOE  TEXHMYECKOEe OOCTY)XMBAaHHUE JIOJDKHO  OCYUIECTBIISITLCA — TOJIBKO €O
CIIEIHAJIPHO BBIJICJIIEHHBIX aBTOMATH3UPOBAHHBIX pabOdMX MeCT, KOH(HUTypauusi U COCTaB KOTOPBIX
JIOJDKHBI OBITH CTAaHIAPTU30BaHbl, a IPOILECC IKCIUTyaTalliy perjaMeHTUPOBAH U KOHTPOJIHPOBATHCS.

[lpu npoBeneHUM TEXHUUECKOTO OOCIIY)KHBAHHUS JIOJDKEH BBIMOJHATHCS MUHUMAIbHBIA HAOOD
JIEACTBUH, HEOOXOIMMBIX Uil YCTPAHEHHUs IpOOJIEMBbl, SBHUBIICHCS MPUUYMHONW OOpallleHus, |
MCIIOJIL30BAThCS  JIIOOBIE  BO3MOXKHOCTH, TO3BOJISIOIIME BIIOCJIEACTBUM  YCTAHOBHTH aBTOPCTBO
BHECEHHBIX U3MEHEHUH. '

18. Ilopsinok conpoBoxaenust UC Cubl' MY

Obecrnieyenre uHGOpPMAIMOHHON Oe3omacHOCTH HHGOPMAUMOHHBIX CHUCTEM HA CTaAMsIX
xusHenHoro nukia b MC nomxkHa obecrieunBaThes Ha Beex cTamusax skusHeHHoro uukia (K1) UC,
ABTOMATU3UPYIOLUIUX TEXHOJIOIMYECKHUE MPOLIECCH, C YYETOM BCEX CTOPOH, BOBJICYEHHBIX B IIPOLIECCHI
XKII (pa3paboTuMKOB, 3aKa3UMKOB, IIOCTABIIMKOB IPOAYKTOB M YCIYI, OKCIUIyaTHPYIOIIHUX MU
HAI30PHBIX MMOJpa3JelieHuii opraHu3anuu). Pa3paboTka TEXHHYECKHX 3aJaHUM, MPOSKTHpOBAHUE,
co3j/laHue, TeCTHPOBAaHME, NpUEMKa cpelAcTB u cuctem 3aumtel MC mpoBOAMTCS NpPU ydacTHH
agAMUHHCTpaTOpa WHGMOPMAIMOHHON O€30TMacHOCTH M CUCTEMHOTO aaMuHHcTpaTopa. [lopsmox
pazpadoTku u BHenpeHus: IC nomkeH ObITh periiaMeHTHUPOBAH U KOHTPOJIUPOBATHCS.



[Ipu paspabortke VIC HE0OXOMMMO MPUAEPKUBATLCSA TPEOOBAHUHA ¥ METOMYCCKUX yKa3aHUH,
onpeneneHnbIx cranaapramu, Bxosummu B rpynny 'OCT 34.xxx «Crannaptsl nHbOpMAUMOHHON
TEXHOJIOTHUIY.

BBoj B AeiicTBHE, dKCIUTyaTanus, cHsTie ¢ skcruryatanuun MC B yactu BonpocoB Ub nosmxhbl
OCYIIECTBAATLCS TP Y4aCTHH MHXKEHepa 10 HHYOPMALMOHHON GE€30MacHOCTH.

Ha cranusx, cesi3aHHbIX ¢ paspadborkoit UC (ompeneneHue TpeOOBaHMM 3aUHTEPECOBAHHBIX
CTOpOH, aHanu3 TpeOOBaHWH, apXUTEKTYpHOE I[POEKTHPOBAHME, pEalU3allMs, HHTErpauMus U
BepuUKalms, NOCTaBKa, BBOJ B JEHCTBHUE), pa3spabOTYMKOM JODKHA ObITh OOecrieveHa 3auuTa o1
yrpo3:

—HeBepHO# GopmyTupoBKHU Tpebosanuii k MC;

—BbIbopa HeanekBaTHol Mozenu XKL MIC, B Tom uncie HeasekBaTHOTO BhIOOpa npoueccos KL

1 BOBJICYCHHBIX B HUX YYaCTHUKOB;

—TIPUHSATHS HEBEPHBIX NPOEKTHBIX PELUEHUH;

—BHECeHUs pa3paboTUNKoM Ae(eKTOB Ha YPOBHE apXUTEKTYPHBIX PELUCHMI;

—BHECEHHMS Pa3padOTYNKOM HEJOKYMEHTHPOBAHHBIX BO3MOKHOCTEH B MIC;

—HeaJeKBATHOM (HENOIHOW, MPOTHBOPEUNBOM, HEKOPPEKTHON U Ip.) peann3anuu TpeOoBaHu
x UC;

—pa3pabOTKKU HEKAYECTBEHHON JIOKYMEHTAIMH;

—c6opku VIC pa3paboTYNKOM/MIPOU3BOAMTENIEM C HAPYyLIEHHEM TPeOOBAHMM, YTO MPUBOAUT K
MOSIBJIIEHUIO HEJIOKYMEHTHpOBaHHBIX Bo3MoxkHocTed B MC smbo K HeagexsaTHOM
peai3aiy TpeOOBaHMH;

—HeBepHOTO KOHUrypruposanus MC;

—npuemku MIC, He oTBeyarowiell TpeOOBaHUAM 3aKa34uKa,

—BHECEHMs] HEJOKYMEHTHPOBaHHBIX Bo3MoxHocter B WMC B mnpouecce mnpoBeleHUs
NPUEMOYHBIX ~HCIIBITAHUH MOCPEJCTBOM  HEJOKYMEHTHPOBAHHBLIX  BO3MOXHOCTEH
$YHKIMOHATIBHBIX T€CTOB U TecToB b.

[Ipusnexkaemble Ul pa3pabOTKu cpeiacTB u cucteM 3amuThl VIC Ha 10roBOopHOH ocHOBE
CreMaIM3UPOBAHHBIE OPTaHU3ALMHU JIOJDKHBI MMETh JIMIEH3WM HA J@HHBIA B/ ACSITEIBHOCTH B
COOTBETCTBHUU C 3aKOHO/1aTeNLCTBOM Pd.

[Ipu npuoGperernn rotoBeix MC M MX KOMIOHEHTOB pa3pabOTYMKOM JIOJDKHA ObITh
[pesocTaBlieHa JOKyMEHTAlHs, COJEpIKALIAsi, B TOM YKCIIe, ONMCAHNE 3ALUTHBIX MeP, NPeITPHHATHIX
pa3paboTYMKOM B OTHOLIEHHH YTPO3 HHPOPMALMOHHON O€30MaCHOCTH.

Ha cramuu sKCIUTyaTaluy 10JKHa ObITh 0OECTIeYeHa 3alMTa OT CAEAYIOLIUX Yyrpo3:

—YMBIIIJIEHHOE ~HECAaHKLMOHMPOBAHHOE PACKPBITHE, MOAMGHKALMS WM  YHUYITOXKEHHEC

uHpOpMaLIIH;

—HeyMBIIIJIEHHas MOAU(DUKALIUS WM YHUYTOXKEHHE HHYOPMaLUHK;

—Hel0CTaBKa MM OIMOO0YHAs I0cTaBka HHGOpMaLuy;

—0TKa3 B 00CIIy)KMBaHUH WM YXYyALIEHUE 00CIy)KUBAHUS.

Kpome 3TOro, akTyajlbHOW SBISETCS Yrpo3a OTKa3a OT aBTopcTBa coobuenus. Ha craaun
CONPOBOYXK/ICHUS 1OJDKHA ObITh 0Oecrieyena 3amuTa OT yrpos:

—BHeceHus usMmeHenund B MC, npuBOAsIIUX K HapylleHHIO €€ (yHKLHMOHAIBHOCTH JIMOO K

MOSIBIIEHHMIO HEIOKYMEHTHPOBAHHBIX BO3MOYKHOCTEH;
—HEBHECEHHs Pa3pabOTYMKOM/IOCTABIIMKOM H3MEHEHHH, HEOOXOAMMBIX JUIS MOAJCPIKKH
NpaBUIILHOTO PYHKIMOHMPOBAHHUS U NpaBuIbHOTO cocTosHus UC.



Ha cragmu cHATHS C OKCIUIyaTalldd IOJDKHO OBITH obecredyeHO yaaieHue HHbopmanuu,
HECAHKI[MOHUPOBAHHOE HCIIOIb30BaHHE KOTOPOH MoeT HaHecTd ymepd CubI'MY, u undopmaunu,
ucnonb3yeMoi cpenctBamu odecnedenus b, uz nocrosHuoi namati VIC uiau ¢ BHEUIHUX HOCUTETIEH.

Tpe6Gosanust IB M0JDKHBI BKIIIOYAThCS BO BCE JIOTOBOpa M KOHTPAKTHl HA NpPOBEAEHHE PabOT
UM okaszanue ycnyr Ha Bcex craausix )KL UC.

19. MMpopunakTika HapymeHNH NOJIUTHK HHPOPMALHOHHOH 0€30MacHOCTH

[Ton mpoduIaKTUKOH HapyIIEHWH MOIUTUK HH(POPMALHOHHOH O€30MacHOCTH MOHMMAETCS
MpOBEIeHHe PEerjaMeHTHbIX pabdoT 1o 3amure UH(GOpMaUuM, HPEAYNPEKIACHUE BO3MOKHBIX
HapylueHuil WHOOPMALMOHHON 0€30IacHOCTH B YIIPaBIEHMH U IIPOBEJIEHHE Pa3zbICHUTEIIHLHOM
paboThl 10 HHPOPMALMOHHOM 6€30MaCHOCTH CPENIU TOJIB30BATENEH.

HpneM Ha pa60Ty HOBBIX COTPYIHHMKOB [OOJDKEH COMPOBOXIAATHBCSA O3HAKOMIJICHHEM HX C
npaBujiaMu U Tpe6OBaHI/IHMI/I HaCTOAIIUX ITOJIUTHK.

20. JIukBUAALMSA MOCIEICTBUI HAPY IEHHUS TOJTHTHK HHGOpMaOHHOK 6€e301MacHOCTH

Mmxenep 1o 3awmure WHPOpPMALUH, HCIOIb3ys JaHHbIE, MOJYYEHHBIE B pe3yijbTare
MPUMEHEHMs MHCTPYMEHTAIBHBIX CPEICTB KOHTPOJI (MOHUTOpUHTa) Oe3onacHocTu uHdopmaunu NC,
JIOJDKEH CBOEBPEMEHHO OOHApYXKMBATh HapylueHus HHGOPMAUMOHHON Oe30macHOCTH, (HaKThl
ocymectsiaenns HCJI k 3amumaemMbiM UH(OPMALMOHHBIM PECypcaM W NPEANPHHUMATH MEPhI M0 UX
JIOKAJIM3alliU U YCTPAHEHHUIO.

B ciyuae oOHapyXeHHs TOACHCTEMOH 3amuTel uHpopManuu (GaKTa HapylIEHHs
uHpopMaLMOHHO# Oe3onacHocTi win ocymecTienus HCJl k 3amuinaemMbiM MHGOPMalMOHHBIM
pecypcam MIC pexoMeHIyeTCsl yBEAOMUTE PEKTOPA, U Jlajiee CIe/IoBaTh €ro YKa3aHHsAM.

21.OTBeTcTBeHHOCTH HapymuTeei IIb

OTBETCTBEHHOCTH 3a BBINOJIHEHHE MpaBuil [1oMUTHK O€30MaCHOCTH HECET KaXKABIA COTPYIHUK
CubI'MYVY B paMKax CBOUX CI1y>KEOHBIX 00s3aHHOCTEH U MOJTHOMOYHH.

Ha ocuopanuu ct. 192 Tpymosoro kojekca P® coTpyJHHKH, Hapyluarolide TpeOOoBaHUs
nonuTuku 6e3onacHocty Cubl' MY, MoryT OBITh NOABEPrHYTHl AUCLUIIMHAPHBIM B3BICKAHMSIM,
BKJIIOYAsl 3aMeUaHme, BEITOBOP U YBOJIBHEHHE C PaOOTHI.

22, Permepyloume 3aKO0HOJAaTe/JIbHbIC HOPMATHBHbBIC JOKYMEHTDI

[Tpu opranusaiuu U obecredeHnH padoT 1o MHGOPMALMOHHON OE30MacHOCTH COTPYIHUKH
Cubl'MY  [0JDKHBI  PYKOBOJICTBOBATHCS — CJIEAYIONIMMM  3aKOHOJATEIbHBIMM ~ HOPMATUBHBIMH
JIOKYMEHTaMMU:

~I'paxnanckuit kogexc Poccuiickoit @enepanni;

—®enepanbhplit 3akon or 06 ampenst 2011 1. Ne 63-®3 «O06 251eKTPOHHOH uudpoBoit
MOJIITUCU»;

~®Denepanbhblit 3aKoH 0T 27 nrons 2006 r. Ne 152-®3 «O nepcoHambHBIX JaHHBIX);

—@esepanbHblit 3aK0H o1 27 mions 2006 r. Ne 149-03 «O6 undopmauun, nHPOPMaLHOHHBIX
TEXHOJIOTHSX U O 3aIIUTE HHPOPMaLUN»;

—VronoBHbIN koexke PD.



